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About this resource

This resource is an educational overview to understand how internet

infrastructure may relate to OCSEA response.

It explains common roles, control points, and routing questions, but it is
not legal advice, not a compliance standard, and not a determination of
what any participant must do in a specific case. Capabilities vary across
providers, jurisdictions, architectures, policies, and reports. Specific
questions should be directed to your in-house legal department.

Background

Online child sexual exploitation and abuse, or OCSEA, is one
of the most severe and urgent harms facing the internet
ecosystem. It includes the distribution, hosting, or linking

to child sexual abuse material (CSAM), as well as grooming,
coercion, livestreaming, or recording of abuse, and child sex
trafficking. Every instance of OCSEA can cause immediate and
ongoing harm to children, including the revictimization that
occurs when abusive material is viewed, shared, downloaded,
or hosted again.

When OCSEA is reported online, policymakers, regulators, law
enforcement, trusted notifiers, and technology companies
often share the same goal: act quickly to stop the harm.

But action can be delayed when reports are sent to the
wrong part of the internet infrastructure stack, or when a
provider is asked to take an action it does not technically or
contractually control.

A recurring challenge is that the internet infrastructure
ecosystem is complex and the distinctions among its
participants are not always obvious. Terms such as “registry,”
“registrar,” “reseller,” “host,” “DNS provider,” and “platform”
can sound similar and overlapping to people outside the
domain sector. In practice, these actors play different roles.
They have different relationships with users, different visibility
into content, and different enforcement tools.

This matters because the most effective response depends on
the facts of the case:

* Domain ecosystem participants, such as registries,
registrars, and resellers, may have tools to act at the
domain-registration or DNS level. Depending on their role,
they may be able to suspend, lock, or otherwise disrupt use
of a domain, escalate a report to another participant, or
preserve relevant records. However, they may have limited
visibility into the underlying website content and may not
be able to remove a specific image, file, user account,
livestream, or message thread.

* A hosting provider or platform may be closer to the content
and better positioned to remove a specific file or suspend a
user account.

* A trusted notifier or hotline may be best positioned to
validate reports and reduce the need for companies to view
harmful material directly.

This resource is intended to share a basic understanding of the
domain ecosystem so that OCSEA reports, expectations, and
enforcement requests can be routed more effectively. It is not
a legal guide and does not recommend a single enforcement
outcome for every case. Instead, it explains:

* how the domain and internet infrastructure stack works,
» which actors usually control which parts of that stack,

¢ what it means to “turn off” a domain name,

» why domain-level action can be powerful but blunt,

» why reports sometimes need to go to hosts, platforms,
CDNSs, DNS providers, registrars, registries, trusted
notifiers, or law enforcement, and

* where common delays and misunderstandings arise.

The core principle is simple: OCSEA response is faster and
more effective when the right information reaches the
organization with the right control point.

This resource strives to use non-technical, plain language,
practical examples, and scenario-based explanations. It
focuses on “how the ecosystem works” and does not prescribe
what law or regulation should require.
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What is online child sexual
exploitation and abuse?

For purposes of this paper, online child sexual exploitation
and abuse, or OCSEA, refers to the use of the internet or
communications technologies to facilitate the sexual abuse or
exploitation of children and adolescents.

OCSEA includes, but is not limited to:

« the distribution, hosting, sale, or exchange of child sexual
abuse material, or CSAM,

« linking to CSAM or directing users to places where CSAM
can be accessed,

« livestreaming or recording child sexual abuse,
* grooming, coercion, or enticement of children,
« child sex trafficking or facilitation of exploitation,

* communities or services that sexualize children or promote
access to abusive material, and

* emerging technology-facilitated harms, including some
uses of generative Al, nudifier services, or synthetic imagery.

Itis important to distinguish OCSEA from CSAM. CSAM is

a central and urgent category of OCSEA, but OCSEA can
also involve grooming, trafficking, coercion, livestreaming,
commercial facilitation, or text-based communities that
sexualize children. Some of these harms may involve illegal
material. Others may involve content or activity that violates
company policy, indicates a risk of illegal activity, or requires
law enforcement or trusted notifier review.

A common misconception is that children must be users of a
website or service for an OCSEA incident to occur there. That
is not correct. OCSEA can involve adults trading CSAM with
each other, operating forums that sexualize children, selling
access to abusive material, or using a service to facilitate
abuse that occurs elsewhere.

Different providers may classify OCSEA-related harms
differently depending on how bad actors utilize a provider’s
platform. Some policies focus primarily on CSAM imagery.
Others also address grooming, trafficking, offender
communities, chatbots used for exploiting children, Al-
generated CSAM, or other harmful conduct. Companies are
increasingly confronting policy gray areas, including services
that may not explicitly advertise child sexual abuse but may be
used to create, facilitate, or distribute exploitative content.

This paper uses OCSEA as a broad umbrella term. It does

not attempt to resolve legal definitions across jurisdictions.
Specific legal questions should be directed to your in-house
legal department. Instead, it focuses on the infrastructure
question: when OCSEA is identified or reported, which actor is
technically and operationally positioned to do what?

OCSEA is broader than CSAM.

CSAM is one of the most severe and urgent forms
of OCSEA, but OCSEA can also include grooming,
coercion, trafficking, livestreamed abuse, facilitation,
and other forms of technology-enabled sexual
exploitation of children.
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Some reasons why OCSEA
response gets delayed

The domain ecosystem plays an important role in
combating OCSEA, but its role is often misunderstood.

Infrastructure knowledge gap

It is essential for stakeholders to understand who does
what across the domains ecosystem in order to efficiently
and effectively respond to OCSEA incidents and avoid
misdirected requests.

For example, a registrar may receive a request to remove a
specific image from a website. But if the registrar only provides
domain registration services, it may not host the website,

store the file, operate the user account, or have access to the
content. In that case, the registrar may be able to contact the
registrant, notify a reseller, suspend the domain in appropriate
circumstances, or preserve registration records, but it may not
be the actor best positioned to remove the specific content.

The same issue can arise in reverse. A hosting provider may be
able to remove content from a server or suspend a customer
account, but it may not control the domain registration. A

CDN may be able to disable a customer’s CDN service or stop
caching content, but it may not control the origin server where
the content is stored. A registry may be able to route reports
to registrars or take registry-level action in some cases, but it
usually does not manage the end-user relationship.

Missed opportunities for alignment

Stakeholders cannot collaborate effectively if different parts
of the ecosystem lack a shared language for OCSEA response.
Domain infrastructure providers, hosting providers, platforms,
CDNs, DNS operators, trusted notifiers, and law enforcement
all see different pieces of the problem.

Bad actors can exploit lack of alignment. They may move from
one registrar to another, use disposable emails or temporary
payment methods, register domains in bulk, compromise
legitimate websites, route traffic through multiple providers, or
shift to another host when one provider takes action.

A shared understanding of the ecosystem can reduce delay and
improve collaboration. It can help route reports to the right actor.
It can help trusted notifiers and hotlines provide actionable
information. And it can help law enforcement preserve evidence
while urgent action is taken to protect children.

©

Common delay points:

* report sent to registrar when host is better
positioned to remove content;

« report lacks specific URL, file ID, or timestamp;

* provider cannot legally or safely view
suspected CSAM and needs trusted notifier
validation;

« reseller chain creates extra handoffs;

¢ bad actor moves domains or hosts before
action is complete.
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Domain ecosystem 101:
The basic tech stack (1/3)

A domain name is a human-readable label that helps users
reach an online service. For example, users generally
remember names, not numerical IP addresses. The Domain
Name System, or DNS, helps connect those human-readable
domain names to the technical infrastructure that delivers
websites, applications, files, email, and other online services.

For OCSEA response, it is important to separate the domain
name from the content or activity reached through the domain
name. A domain may route users to a website, file-sharing
service, cloud-hosted application, messaging forum, payment
page, or other online destination. The domain is part of how
users find the service. It is not necessarily where the abusive
content is stored.

The following actors are commonly involved in the domain and
infrastructure ecosystem.

Registrant or website owner

The registrant is the person, business, organization, or other
entity that registers a domain name. The registrant may
operate the website or online service associated with that
domain. In most OCSEA incidents, the registrant is a legitimate
business or individual whose website has been compromised
by a bad actor. In other cases, the registrant may itself be
engaged in abuse.

A registrant may be able to remove content from its own site,
fix a compromised website, change DNS settings, or respond
to notices from a registrar, reseller, host, or law enforcement.
But if the registrant is malicious, unresponsive, fake, or
unreachable, other infrastructure actors may need to evaluate
available mitigation or enforcement options.

Registry

A registry operates the authoritative database for a top-level
domain, or TLD. Examples of TLDs include generic TLDs (e.g.,
.com, .net, .org) and country-code TLDs (e.g., .ch, .de, .uk, .ca).
The registry maintains information about which domain names
exist within that TLD and which registrar is responsible for
each registered domain.

A registry usually does not have a direct relationship with the
registrant. It also usually does not host the website content.
In many cases, when a registry receives a report, it routes

the report to the relevant registrar or works through registrar
channels. In some circumstances, depending on policy, legal
requirements, and registry authority, a registry may be able to
take registry-level action.

Registrar

A registrar is the company authorized to register domain
names for registrants. The registrar manages the domain
registration relationship and may collect or maintain
registration information, billing information, account
information, and other data depending on its business model.

A registrar may be able to notify the registrant, suspend or
lock a domain, preserve relevant registration records, enforce
its terms of service or acceptable use policy, and work with
registries, resellers, trusted notifiers, and law enforcement.
However, a registrar that does not also provide hosting
generally cannot remove a specific image, file, page, or user
account from the underlying website.

Wholesale registrar

A wholesale registrar provides registrar infrastructure and
manages relationships with resellers, which then sell domain
registration services to end users. Unlike a retail registrar, a
wholesale registrar may have little or no direct contact with
the registrant. Its direct customer is often the reseller.

This matters for OCSEA response. A wholesale registrar may
need to notify the reseller, require acknowledgement and
action, monitor whether the reseller responds, and escalate
under internal enforcement protocols if the reseller does not
act. Because wholesale registrars may have less direct visibility
into the underlying customer and content, they often rely on
trusted notifiers, law enforcement, registries, resellers, and
downstream providers for validated information.

Reseller

A reseller offers domain registration services to end users,
often using the infrastructure of a wholesale registrar or
registrar. In many cases, the reseller has the direct customer
relationship with the registrant.

A reseller may be able to contact the registrant, enforce its
own terms of service, collect customer information, and

pass reports or enforcement notices along to the end user.
However, resellers may vary widely in maturity, resources,
abuse-handling practices and policies, and responsiveness. If
a reseller fails to act, the registrar or wholesale registrar may
need to escalate under applicable agreements and policies.
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Domain ecosystem 101: The

basic tech stack (2/3)

Hosting provider, cloud provider, or
website provider

A hosting provider, cloud provider, or website provider
supplies the infrastructure where a website, application, server,
database, file, or other content may be stored or operated.
This actor is often closer to the harmful content than a domain
registration provider.

A hosting provider may be able to remove specific content,
suspend a hosting account, disable a server, preserve logs,
or notify the customer. But this depends on the provider’s
architecture, legal obligations, customer relationship, and
visibility. Some providers may host an entire website. Others
may provide infrastructure that customers configure and
manage themselves. In some cases, the provider may not be
able to inspect customer content without legal, technical, or
operational constraints.

DNS provider

A DNS provider operates DNS services that help route a
domain name to the correct technical destination. DNS
providers can include authoritative DNS providers, managed
DNS services, or other operators involved in domain resolution.

A DNS provider may be able to disable DNS service, remove
or change DNS records, or stop resolving a domain through
its service. But disabling DNS generally does not remove the
underlying content. The content may remain on the server,
and the registrant may move DNS services elsewhere.

CDN, reverse proxy, or security provider

A content delivery network, or CDN, helps deliver content
more efficiently, improve performance, cache certain
resources, and protect websites from attacks. Some CDNs
or reverse proxies sit between users and the origin server,
meaning users may see the CDN’s infrastructure rather than
the server where the content actually originates.

A CDN or security provider may be able to disable a customer’s
service, stop caching content, block certain URLs if its system
supports that action, or provide information that helps identify
the origin host where lawful and appropriate. However,
disabling CDN service may not remove the content from the
origin server.

Platform, file-sharing service, or user-
generated-content service

A platform or file-sharing service allows users to upload, share,
store, stream, message, or otherwise distribute content. This
can include social platforms, file hosts, forums, cloud storage
services, livestreaming services, image boards, or messaging-
adjacent services.

When OCSEA involves a specific uploaded file, account,

post, livestream, or message thread, the platform or service
operator may be the actor best positioned to remove that
content, suspend the account, preserve records, and report to
the appropriate authority or hotline. Domain-level action may
still be relevant in some cases, especially when a domain is
dedicated to abuse or a provider is non-responsive, but it may
be overbroad when the issue is a specific user’s misuse of an
otherwise legitimate service.
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Domain ecosystem 101: The
basic tech stack (3/3)

Trusted notifier, hotline, or child- One click, many providers
protection organization

Trusted notifiers and hotlines play a critical role in OCSEA User
response. They may receive reports from the public, classify J

or validate suspected abuse, route reports to providers, and
reduce the need for infrastructure providers to directly view
harmful material.

Domain name

4

Examples include child-protection NGOs, IWF, INHOPE-

affiliated hotlines, NCMEC, Interpol, and law enforcement DNS provider
reporting channels. Providers may rely on these entities

because they have trained analysts, established reporting ‘1'

pathways, and expertise in identifying OCSEA. CDN / Security provider
Law enforcement J

Law enforcement may investigate perpetrators, request Hosting / Cloud provider
preservation of records, serve legal process, coordinate urgent

child-safety cases, and work with national and international ‘1'

partners. Law enforcement can be essential when there is
an immediate risk to a child, a need to identify an offender,
or a need to preserve evidence before infrastructure action
disrupts access.

Website, Account, File, Livestream, or Service

A single visit to a website may involve multiple

Law enforcement does not operate provider enforcement independent providers, each controlling a different layer
tools. Providers still need clear internal processes for receiving of the internet infrastructure stack. This matters because
law enforcement requests, preserving relevant information, the provider receiving an OCSEA report may not be
responding to valid legal process, and escalating urgent child- the provider with the most direct ability to remove the
safety matters. reported content.
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What it means to “turn
a domain on or off” (1/2)

One of the most common misunderstandings in OCSEA
response is the belief that turning off a domain removes the
harmful content. That is often not what happens.

A domain name is a route to an online destination. Suspending
or disabling a domain may stop users from reaching a website
through that domain name. But the underlying content may
still exist on a server, in a storage bucket, in a platform account,
in a database, in a messaging channel, or behind another
domain name. A bad actor may also move the content to a new
domain, change hosting providers, switch DNS services, or
create replacement infrastructure.

Domain-level action can be important. In urgent OCSEA cases,
it may be necessary to disrupt access quickly, especially

when a domain is dedicated to abuse, the relevant provider is
non-responsive, or the underlying harm is severe. But domain-
level action is also a blunt tool. It can affect an entire domain,
including lawful content, unrelated users, email services,
business operations, and companies whose legitimate sites
have been compromised. While DNS-level suspensions are
blunt instruments, they may be considered in cases involving
CSAM because of the severity and urgency of the harm.

There is a distinction between disrupting access and
removing content.

Disrupting access

Disrupting access means making it harder or impossible for
users to reach a site or service through a particular technical
pathway. Examples include suspending a domain name,
disabling DNS service, locking a domain, disabling CDN service,
or terminating a proxy relationship.

These actions can be fast and impactful. They can also be
overbroad if used when a more targeted remedy is available.

Removing content

Removing content means deleting, disabling, or restricting
access to a specific file, page, account, post, livestream, gallery,
user profile, storage object, or other content item. This action
is usually performed by the website operator, platform, file-
sharing service, hosting provider, or cloud provider, not by a
registry or registrar, unless the same company also provides
those services.

Preserving evidence

Preservation is different from removal or suspension. In some
cases, law enforcement may need records preserved before

a provider deletes content, suspends an account, or disables
infrastructure. Relevant records may include registration

data, account data, payment information, IP logs, access logs,
timestamps, communications with customers, or other records,
depending on the provider’s role and applicable law.

A response process should consider all three questions:

1. What action is needed to stop or reduce harm now?
2. Which company has the most targeted technical control?

3. What records need to be preserved for investigation or
legal process?
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What it means to “turn
a domain on or off” (2/2)

Action

Usually performed by

What it can accomplish

Limitations

Remove a specific file, image,
post, or livestream

Suspend a user account

Suspend hosting account
or server

Disable CDN or proxy service

Disable DNS service

Suspend or lock domain

Preserve records

Platform, file-sharing
service, host, website
operator

Platform, file-sharing
service, host, cloud provider

Host or cloud provider

CDN, reverse proxy, security
provider

DNS provider

Registrar or, in some cases,
registry

Provider holding relevant
records

Targets the harmful content
directly

Stops a user from continuing
activity on that service

Disables the infrastructure
where content is stored or
served

Stops CDN/proxy layer from
serving or protecting the site

Stops resolution through that
DNS provider

Disrupts access through that
domain name

Supports investigation and
legal process

Requires enough
information to locate
the content

Bad actor may create new
accounts elsewhere

May affect lawful content
or other customers
depending on architecture

Origin server may
remain online

Domain owner may move
to another DNS provider

Does not delete
underlying content and
may affect lawful uses

Does not itself remove or
disrupt harmful content

The action depends on the scenario. A malicious domain
dedicated to CSAM may call for fast domain-level disruption.

A compromised legitimate website may call first for host action
and registrant notification. A file-sharing platform misused by
one user may call for targeted file and account removal.

A domain facilitating grooming or trafficking may require
a mix of content review, account action, preservation, law
enforcement escalation, and potentially domain-level

enforcement.

In summary, Intervention points vary in scope. Actions closer to the specific content are often more
targeted, while infrastructure-level actions may affect a broader service, domain, or set of users.

Broader action may still be appropriate in urgent or severe cases.

More targeted Broader impact

Account
suspension

File removal

Registrar- .
Server/ Ijnost CD!\I / proxy DNS disabled level domain Reglstr'y-level
suspension disabled . action
suspension
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Capabilities and limits
by participants (1/3)

The following matrix is intended as a practical routing guide.
It does not describe every possible business model or legal
obligation. Some participants perform multiple roles. For
example, a company may be both a registrar and a hosting

provider, or both a CDN and a DNS provider. Capabilities also
vary based on contracts, jurisdiction, architecture, internal
policy, and the quality of the report. Specific questions should
be directed to your in-house legal department.

Which participant has the visibility and control needed to take the requested action?

Participant

Registrant / website
owner

Platform / file-sharing
service / user-
generated-content
service

Hosting provider
/ cloud provider /
website provider

CDN / reverse proxy /
security provider

DNS provider

What they typically

control

The domain or
website they operate

User accounts,
uploaded files, posts,
messages, livestreams,
platform rules

Servers, hosting
accounts,
storage, customer
infrastructure

Caching, traffic
routing, proxy layer,
security services

DNS records or
managed DNS service

Possible actions and
tools

Remove content, fix
a compromised site,
change DNS settings,
respond to provider
notices

Remove files, suspend
accounts, disable
links, preserve
account records,
report to appropriate
authorities or hotlines

Remove hosted
content, suspend
hosting account,
disable server,
preserve logs, notify
customer

Disable CDN service,
stop caching, block
certain URLs where
supported, provide
lawful routing/origin
information

Disable DNS records
or service, suspend
customer DNS
account, preserve
relevant account
records

Common
limitations

Take registry-level or
registrar-level action;
remove content
hosted by another
service

Suspend a domain
unless it controls the
domain; act without
enough information to
locate content

Control domain
registration unless also
registrar; review all
customer content in
every architecture

Remove content from
the origin server;
suspend domain
registration unless
also registrar

Remove content
from server; prevent
domain owner from
moving to another
DNS provider

What makes a report
actionable

Exact URL, file path,
description of issue,
timestamp

Exact URL, file

ID, account ID,
timestamp, trusted
notifier classification
(if applicable)

URL, IP address, host
details, customer
account, file path,
timestamp, legal
request (if needed)

Domain, URL,
timestamp, evidence
of CDN involvement,
urgency, trusted
notifier report (if
applicable)

Domain, nameserver
information, DNS
records, abuse report,
trusted notifier
validation
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Capabilities and limits by participants (2/3)

Which participant has the visibility and control needed to take the requested action?

Participant

What they typically

control

Possible actions and
tools

Common
limitations

What makes a report
actionable

Registrar

Wholesale registrar

Reseller

Registry

Trusted notifier
/ hotline / child-
protection
organization

Law enforcement

Payment provider or
financial institution

Domain registration
relationship, registrar
account, registration
records

Registrar
infrastructure and
reseller relationship

End-user customer
relationship for
domain registration

Top-level domain
database and registry-
level domain controls

Report intake,
classification,
validation, routing
expertise

Investigation, legal
process, emergency
response, Cross-
border coordination

Merchant accounts,
transaction signals

Notify registrant,
suspend or lock
domain, preserve
registration records,
enforce terms,
escalate to registry or
reseller

Notify reseller, require
acknowledgement
and action, enforce
reseller agreement,
escalate under policy,
preserve registration
records

Contact registrant,
enforce reseller terms,
collect customer
response, escalate to
registrar

Route report to
registrar, monitor
registrar response,
take registry-level
action in some cases,
support anti-hopping
efforts

Validate suspected
OCSEA, route notices,
reduce provider
exposure to harmful
material, provide
trusted classification

Request preservation,
seek disclosure,
investigate offenders,
coordinate urgent
cases

Disable monetization,
identify linked actors,
support investigations,
detect fraud patterns

Remove a specific file
or user post unless
also host/platform;
usually cannot see
private content

Often cannot directly
contact end user;
usually cannot remove
content; may have
limited visibility into
customer activity

Registry-level action;
content removal
unless also host/
platform

Usually cannot remove
content; often lacks
direct customer
relationship; may not
review content

Suspend domains

or remove content
directly, unless also
operating a platform/
service

Operate provider
enforcement tools;
remove content
without provider
cooperation or
legal authority

Remove content or
suspend domain
directly

Domain name, exact
URL if available,
trusted notifier report,
evidence, urgency,
reseller/customer info
if known

Domain name, reseller
identity if known,
trusted notifier report,
timeline, requested
action

Domain, customer
account, report
details, requested
remediation, deadline

Domain name,
registrar, trusted
notifier report,
severity, escalation
history

Precise report details,
URLs, classification,
jurisdictional routing
information

Valid legal process,
preservation request,
emergency indicators,
relevant contact
information for

follow up

Merchant details,
transaction indicators,
domain/service link,
law enforcement

or trusted notifier
context
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Capabilities and limits
by participants (3/3)

First, the participant closest to the content is often best
positioned to remove the content, assuming they have enough
information to take action. In a file-sharing case, that may be
the file-sharing service. In a hosted website case, it may be the
host. In a livestreaming case, it may be the platform or service
provider operating the livestream. In a compromised website
case, it may be the hosting provider and website owner.

Second, domain actors can still support action efforts even
when they cannot remove specific content. Registrars,
wholesale registrars, resellers, and registries can play
important roles in notification, escalation, domain suspension,
record preservation, contractual enforcement, reseller
oversight, and anti-hopping efforts.

Third, most providers cannot or do not directly view suspected
CSAM. This may be due to legal, technical, operational, or
employee-wellness reasons. For example, many wholesale
registrars cannot view CSAM and this may vary across legal
requirements and jurisdictions. In those cases, trusted notifier
reports, hotline classifications, law enforcement notifications,
and clear evidence may be especially important.

Fourth, legitimate or compromised domains will require
different handling than malicious domains. Suspending a
compromised domain may disrupt a legitimate organization.

In those cases, it might be more effective to notify the host,
website owner, or reseller first and pursue targeted removal
where possible. It is important to distinguish dedicated abusive
domains from exploited or compromised legitimate sites.

Fifth, bad actors exploit gaps between providers. They may use
disposable emails, fake or temporary payment methods, VPNs,
compromised accounts, bulk domain registrations, dormant
domains, or provider-hopping tactics. This is why cross-
industry collaboration, trusted notifier relationships, feedback
loops, and signal sharing are important. No single actor sees
the whole picture.

Practical routing questions

1. Is the report about a specific image, file, post, account,
livestream, message, or webpage?

a. If yes, the platform, file-sharing service, host, or website
operator may be the most targeted actor.

2. Is the domain itself dedicated to OCSEA or primarily used to
route users to OCSEA content?

a. If yes, registrar, registry, DNS, CDN, hosting, platform, and
law enforcement action may all be relevant.

3. Does the report involve a legitimate website that appears to
have been compromised?

a. If yes, the host and registrant may be critical, and
immediate domain suspension may have broader
side effects.

4. Does the report identify the hosting provider or only the
domain registrar?
a. If only the registrar is known, additional technical routing
may be needed to identify the actor closest to the content.
5. Is there enough information to act?

a. A domain alone may not be enough. A full URL, timestamp,
file ID, account identifier, trusted notifier classification, or
law enforcement contact may be necessary.

6. Is immediate child-safety risk present?
a. If yes, escalation and preservation should be considered
alongside content removal or access disruption.
7. Could the requested action destroy or obscure evidence?
a. If yes, preservation needs should be assessed before or
alongside enforcement.
8. What is the least broad action that can effectively
reduce harm?

a. Targeted content or account removal may be preferable
where available. Domain-level action may be appropriate
where the domain is dedicated to abuse, the harm is
urgent, or other actors are unable or unwilling to act.
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How OCSEA reports move
through the ecosystem (1/3)

OCSEA reports can enter the internet infrastructure ecosystem
through many channels. A report may come from a trusted
notifier, hotline, law enforcement agency, public reporting
form, customer, registry, registrar, reseller, hosting provider,
platform, CDN, DNS provider, payment provider, or internal
fraud or abuse team.

Once a report is received, the first operational question is not
always “Who is responsible?” but rather: Which participant
has the information, authority, and technical ability to take the
most relevant next step?

That question matters because the receiving participant

may not be the participant best positioned to act directly. A
registrar may receive a report about a specific image but may
not host the image. A hosting provider may receive a report
involving a domain name but may not control the domain
registration. A CDN may see traffic but may not control the
origin server. A registry may know which registrar sponsors the
domain but may not have a direct customer relationship with
the registrant.

A useful report flow generally involves six steps:
surfacing a case, triage, control-point identification,
action or routing, preservation where appropriate, and
documentation or feedback.

Surfacing a case

The receiving participant first identifies what has been
reported. The report may involve a specific URL, file, user
account, domain, IP address, livestream, message thread,
payment page, redirect, or other identifier.

Reports are generally more actionable when they include
enough information to locate the content or infrastructure at
issue. A full URL, timestamp, domain name, file ID, account ID,
trusted notifier classification, or law enforcement contact can
make a significant difference.

As noted earlier, some participants may not be able to view

or verify suspected CSAM directly because of legal, technical,
operational, or employee-wellness constraints. In those cases,
reports from trusted notifiers, hotlines, or law enforcement
may be especially important. Domain-sector participants may
rely on trusted notifiers such as IWF, INHOPE-affiliated hotlines,
NCMEGC, Interpol, and law enforcement. Some companies also
avoid direct review of suspected CSAM for legal, wellness, or
operational reasons.

Triage

Triage is the process of determining the nature and urgency of
the report. The receiving participant may consider:

* whether the report involves known or suspected CSAM;
* whether there is an immediate risk to a child;

» whether the report involves grooming, trafficking, coercion,
livestreaming, or other OCSEA-related conduct;

* whether the content appears to be hosted by the receiving
participant;

* whether the domain appears dedicated to abuse or whether
a legitimate site or service may be compromised or misused;

» whether law enforcement or a trusted notifier is
already involved;

» whether relevant records may need to be preserved.

Triage does not always require the receiving participant to view
the reported content directly. Depending on the participant’s
role and legal environment, triage may rely on trusted notifier
classification, metadata, report details, customer information,
account signals, registration patterns, or routing information.

Identify the relevant control point
The next step is to identify where meaningful action can occur.
For example:

« If the report concerns a specific uploaded file, the file-
sharing service or platform may be closest to the content.

« If the report concerns content stored on a hosted website,
the hosting provider or website operator may be positioned
to remove or disable that content.

« If the report concerns a domain dedicated to routing users
to OCSEA content, the registrar, reseller, registry, DNS
provider, CDN, host, and law enforcement may all have
relevant roles.

« If the report concerns a compromised legitimate site,
the host and registrant may be important because the
registrant may be a victim of compromise.

« If the report concerns grooming or trafficking facilitation, the
relevant control point may include a website operator, platform,
host, domain participant, payment provider, or law enforcement.

The goal is not to excuse inaction by any participant. Rather, it
is to match the report to the participant or participants with
the relevant control mechanisms.

14 Understanding internet infrastructure in OCSEA response



How OCSEA reports move
through the ecosystem (2/3)

Take action

Once the control point is identified, the receiving participant
may be able to act directly, route the report, or escalate it.

Possible actions include:

» removing or disabling specific content;
 suspending a user account;

« disabling a hosting account or server;
« disabling CDN or proxy service;

« disabling DNS service;

« suspending or locking a domain;

« notifying a reseller, registrant, host, platform, or other
downstream provider;

« routing the report to a trusted notifier or hotline;

« referring the matter to law enforcement;

« preserving records for potential legal process.
Ensure feedback and communication loops are in place
across all involved participants: receipt of a report, verification

and assignment, notification, monitoring and escalation,
documentation, and customer communication.

Preserve records

Preservation is distinct from content removal or access
disruption. In some cases, relevant records may be important
to identify offenders, support investigations, or respond to
valid legal process.

Records may include registration information, account
information, payment details, IP logs, timestamps, DNS records,
customer communications, reseller communications, abuse
tickets, or other records depending on the participant’s role.

Preservation does not itself stop harm, and removal does not
itself preserve evidence. Participants need to have response
protocols in place to consider both.

Document and close the loop

Documentation helps participants understand what happened,
what action was taken, where the report was routed, and
whether escalation is needed. It can also help identify repeat
patterns, such as repeated abuse associated with the same
customer, reseller, domain naming pattern, payment signal,
infrastructure provider, or threat network.

A feedback loop can also reduce duplicate reports and help
trusted notifiers, law enforcement, and industry participants
understand whether action occurred. This does not mean
every participant will be able to share all information in every
case. Legal, privacy, safety, and investigative limits may apply.
But where appropriate, structured feedback can reduce
confusion and delay.
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How OCSEA reports move
through the ecosystem (3/3)

Questions to help identify the next step: OCSEA report received

Immediate Risk
Does the report indicate immediate risk to a child or include law enforcement process?

=> If yes, assess urgent escalation and preservation pathways.

Information available
Does the report include enough information to locate the content, account, domain, or infrastructure?

=> If no, seek additional details where possible or route to a trusted notifier/hotline if appropriate.

Relevant control point
Is the reported content hosted, stored, or operated by the receiving participant?
=> If yes, consider content-level or account-level options and preservation.

=> If no, which participant appears to have the relevant control point? Platform, host, CDN, DNS provider,
registrar, reseller, registry, trusted notifier, law enforcement, or payment provider?

Nature of the service

Does the domain appear dedicated to OCSEA, or does it appear to be a compromised or
misused legitimate service?

=> Different scenarios may call for different routing and enforcement options.

Current status
Has the relevant participant acted or responded?

=> If no, consider escalation options consistent with role, policy, law, and available evidence.

Documentation and follow-up
=> Document action, routing, preservation, and feedback where appropriate.

Illustrative only. Actual response options depend on provider role, available information, policy, law, urgency, and preservation needs.

16 Understanding internet infrastructure in OCSEA response



Case scenario 1: Malicious domain
routing to OCSEA content (1/2)

Scenario overview

In this scenario, a domain appears to have been registered or
configured primarily to route users to OCSEA content, services,
or communities. The domain may point to hosted CSAM,
advertise access to CSAM, redirect users to an off-platform
service, promote grooming or trafficking, or serve as part of a
broader abuse network.

The domain name is a route to the content, not necessarily the
place where the content is stored.

This is a scenario where domain participants may have an
especially relevant role. If the domain itself is part of the abuse
infrastructure, registrars, resellers, registries, DNS providers,
and related participants may be positioned to disrupt access,
enforce policies, preserve records, or help identify linked
activity. Hosting providers, platforms, CDNs, payment providers,
trusted notifiers, and law enforcement may also be relevant
depending on the case. For example, DNS participants may
route to hosted malicious content.

Participants
Relevant participants may include:

« trusted notifier or hotline;

« law enforcement;

* registrar;

* wholesale registrar;

« reseller;

* registry;

* DNS provider;

« hosting provider;

« platform or file-sharing service;

* CDN, reverse proxy, or security provider;
* payment provider or financial institution;
« registrant or website operator, if identifiable.

Possible actions

Depending on the participant and the facts, possible actions
may include:

« removal of specific hosted content;

« suspension of a hosting account or server;

« suspension of a platform account;

« disabling CDN, proxy, or DNS service;

« suspension or locking of the domain;

« notification to the reseller, registrant, host, or other
relevant participant;

« preservation of registration, account, payment, DNS, or
access records;

« referral to a hotline, trusted notifier, or law enforcement;

* monitoring for related domains or domain-hopping activity.

No single action resolves every part of the problem. For
example, suspending the domain may disrupt access
through that domain, but the content may still exist on the
host. Removing the hosted content may address the specific
content but may not prevent the registrant from registering
another domain. Law enforcement may need preserved
records before or alongside infrastructure disruption.

Where delays can occur
Delays may occur when:

« the report identifies only the domain, not the full URL or
hosting location;

* the domain uses CDN or proxy services that obscure the
origin host;

» the domain registration uses inaccurate or privacy-
protected information;

« the registrant is hidden behind a reseller chain;

« the report does not clearly show whether the domain is
dedicated to OCSEA or whether a legitimate service is
being misused;

« the receiving participant cannot directly view
suspected CSAM;

» multiple participants are waiting for another participant to act;

* threat actors move to a new domain, TLD, host, DNS
provider, CDN, or payment method.

Takeaways

This scenario is important because it shows where domain-level
action may be appropriate. A domain participant may not control
the underlying content, but it may control registration, DNS
service, reseller relationships, or policy enforcement mechanisms.

Where a domain appears dedicated to OCSEA, or where a
trusted notifier or law enforcement report provides credible
information, domain participants may be able to take action
within their sphere of control. That may include suspending
or locking the domain, requiring reseller action, notifying
downstream providers, preserving records, or escalating to
registry or law enforcement channels.

At the same time, domain-level disruption should be
understood as one part of the response. It may reduce
access, but it may not remove content or identify the offender.
Coordination with the participant closest to the content and
with law enforcement may still be important.
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Case scenario 1: Malicious domain
routing to OCSEA content (2/2)

Questions to help identify the next step: Malicious domains

Information available
Does the report include a full URL, domain, timestamp, and trusted notifier or law enforcement context?

=> If incomplete, seek additional details where possible.

Nature of the service
Does the domain appear primarily dedicated to OCSEA or to routing users to OCSEA content?
=> If yes, evaluate domain-level, DNS-level, hosting-level, platform-level, and law enforcement options.

Relevant control point

Is the content hosted by the receiving participant?

=> If yes, consider content removal, account suspension, preservation, and reporting pathways.

If the receiving participant does not host the content, can the host, platform, CDN, DNS provider, registrar,
reseller, or registry be identified?

=> Route or escalate to the relevant participant.

Current status and risk
Is the relevant participant responsive?
=> If yes, document outcome and preserve relevant records where appropriate.

=> If no, or if there is urgent verified CSAM or immediate risk, consider escalation options available to
the receiving participant, including domain suspension, DNS disablement, registry escalation, trusted
notifier escalation, or law enforcement referral.

Patterns and follow-up
=> Monitor for related domains, repeat registration patterns, or domain-hopping activity where feasible.

Illustrative only. Actual response options depend on provider role, available information, policy, law, urgency, and preservation needs.
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Case scenario 2: Compromised
legitimate website (1/2)

Scenario overview

In this scenario, a legitimate website appears to have been
compromised and used to host, link to, redirect to, or hide
OCSEA content. The registrant may be a small business,
nonprofit, individual, school, medical provider, government-
related entity, or other legitimate organization. The registrant
may not know that its site has been compromised.

This scenario is different from a malicious domain. The domain
itself may have a long legitimate history. The registrant may be
a victim of account compromise, or its website may have been
hijacked. Suspending the domain may disrupt lawful activity,
email, commerce, public services, or other legitimate uses.

At the same time, the presence of OCSEA on a compromised
site still requires timely attention. The fact that a site may be
legitimate does not mean no action is appropriate. It means
the response may need to distinguish between the abusive
content, the compromised infrastructure, the registrant, and
the threat actor who caused the compromise.

Participants that may be involved
Relevant participants may include:

* website owner or registrant;
« hosting provider;

« website provider or managed service provider;
« platform or CMS provider;

* registrar;

« reseller;

* wholesale registrar;

* registry;

* DNS provider;

* CDN or security provider;

« trusted notifier or hotline;

« law enforcement.

Possible actions
Depending on the case, possible actions may include:

« removing the specific files or pages;

« disabling public access to the affected directory or webpage;

« suspending or isolating the compromised hosting account;

« notifying the website owner or registrant;

* requiring remediation by the hosting customer;

« scanning for malware or unauthorized changes;

« resetting credentials or addressing vulnerable plugins;

« preserving relevant logs or account records;

« notifying a trusted notifier or hotline;

« escalating to domain-level action if the abuse remains
unresolved and applicable thresholds are met.

A hosting provider or website provider may be closest to the
compromised files or server. A registrar or reseller may be able
to contact the registrant or apply domain-level policy tools

if other routes fail. A registry may route the report through
registrar channels or consider escalation depending on its
policies and authority.

Where delays can occur
Delays may occur when:

* the report goes only to the registrar even though the abusive
material is hosted elsewhere;

* the host is difficult to identify because of CDN, proxy, or
privacy services;

« the website owner is unaware, unreachable, or lacks technical
ability to remediate;

* the report does not include the specific URL or file path;

* the receiving participant cannot view suspected CSAM directly;

* the domain is old or tied to legitimate services, making broad
suspension more consequential;

* participants disagree about whether the site is compromised,
negligent, or dedicated to abuse.

Takeaways

Domain participants may not be able to remove the specific
compromised file, but they can still play a role. They may be
able to notify the registrant or reseller, preserve registration
records, route the report to the relevant participant, monitor
whether action occurs, or escalate where content remains
available after notice.

If a registrant or reseller repeatedly fails to address validated
OCSEA reports, or if the domain becomes a recurring vehicle
for abuse, domain-level enforcement may become more
relevant. The point is not that compromised sites are exempt
from action. The point is that the response may need to
account for the possibility that the registrant is not the abuser
and that a more targeted action may be available.
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Case scenario 2: Compromised
legitimate website (2/2)

Questions to help identify the next step: Compromised legitimate website

Report received about OCSEA on a website

Nature of the service
Does the domain appear to be a legitimate site that may have been compromised?

=> Consider domain age, site purpose, visible legitimate content, trusted notifier classification,
and report details.

Information available
Does the report include the exact URL or file path?

=> If no, seek additional details where possible.

Relevant control point
Can the hosting provider, website provider, or platform be identified?

=> If yes, route the report to the participant closest to the content.

Can the registrant or reseller be notified?

=> If yes, notify with actionable details where lawful and appropriate.

Current status, escalation options and impact
Has the content been removed or access disabled?

=> If yes, document outcome and preserve relevant records where appropriate.

=> If not, is the report validated, urgent, or unresolved after appropriate notice?

=> Consider escalation options, which may include registrar, registry, DNS, CDN, trusted notifier, or law
enforcement channels.

=> If domain-level action is considered, evaluate potential collateral impact and whether more targeted
options remain available.

Illustrative only. Actual response options depend on provider role, available information, policy, law, urgency, and preservation needs.
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Case scenario 3: File-sharing

platform misuse (1/2)

Scenario overview

In this scenario, a file-sharing service, cloud storage service,
forum, image host, social platform, or other user-generated-
content service is misused to upload, share, or distribute
OCSEA content.

The platform or service may be legitimate and may prohibit
OCSEA in its terms or policies. The abuse may be caused by
one user, a small group of users, or a coordinated network.

In some cases, the service may have the ability to remove

a specific file, disable a link, suspend an account, preserve
account records, or detect related content. In other cases,

the infrastructure provider may have limited ability to inspect
customer-controlled content, particularly in private, encrypted,
or customer-managed environments.

This scenario is one of the clearest examples of why domain-
level action may be too broad in some cases. Suspending
the domain of a file-sharing platform could disrupt many
lawful users and files. But if the platform is dedicated to
OCSEA, knowingly facilitates it, or repeatedly fails to respond
to validated reports, domain-level or infrastructure-level
escalation may become more relevant.

File-sharing misuse and abuse of legitimate sites is a
recurring issue and legitimate services can face domain-level
consequences even when they are also victims of misuse.

Participants that may be involved
Relevant participants may include:

« platform or file-sharing service;

* hosting provider or cloud provider;

* CDN, proxy, or security provider;

* DNS provider;

* registrar;

* reseller;

* registry;

« trusted notifier or hotline;

* law enforcement;

* payment provider, if monetization is involved.

Possible actions

Depending on the participant and the facts, possible actions
may include:

* removing the specific file, post, gallery, livestream, or link;

« disabling public access to the content;

* suspending the uploader’s account;

* preserving account, upload, access, and IP records;

* reporting to the appropriate hotline or authority where
required or appropriate;

* using hash-matching or other safety tools where available,
lawful, and technically feasible;

« disabling hosting or cloud resources where the customer
controls the abusive storage;

* escalating to domain, DNS, CDN, or registry channels if the
service is dedicated to abuse, non-responsive, or repeatedly
involved in validated reports.

Where delays can occur
Delays may occur when:

* the report includes only a domain, not the specific file URL
or file ID;

* the content is behind login, encryption, private sharing, or
temporary links;

* the platform cannot locate the content without a precise
identifier;

* the infrastructure provider does not control the platform
account or uploaded file;

* the registrar cannot remove a specific user file;

* the report is duplicative or lacks trusted notifier classification;

« the service is legitimate but has inadequate abuse
response practices;

* the same user or network re-uploads content after removal.

Takeaways

Domain participants are not always the best first point

for removing a specific uploaded file. However, domain
participants may become more relevant when a service
repeatedly ignores validated reports, when a domain is
primarily used to facilitate OCSEA, or when other participants
cannot or do not act.

In this scenario, accountability is best understood through a
layered approach. The platform or file-sharing service may
have content-level control. The host may have infrastructure-
level control. The registrar or registry may have domain-level
control. Each participant’s role depends on what it can see,
what it controls, what notice it has received, and what action is
proportional to the situation.
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Case scenario 3: File-sharing
platform misuse (2/2)

Questions to help identify the next step:File-sharing platform misuse

Report received about OCSEA on a file-sharing or user-generated-content service

Information available
Does the report identify a specific file, account, URL, gallery, livestream, or message thread?

=> If yes, route to the platform or service with content-level control.

Relevant control point
Is the receiving participant the platform, host, or cloud provider?

=> If yes, evaluate content removal, account action, preservation, and reporting pathways.

Is the receiving participant a registrar, registry, DNS provider, CDN, or other infrastructure participant?

=> If yes, determine whether the participant can identify or route to the platform, host, or service operator.

Nature of the service
Does the service appear legitimate but misused, or primarily dedicated to OCSEA?
=> If legitimate but misused, targeted file/account action may be most relevant.

=> If dedicated to abuse or repeatedly non-responsive, broader escalation may be relevant.

Current status and escalation options
Has the reported content been removed or disabled?
=> If yes, document and consider whether related accounts, files, or domains require review.

=> If no, assess escalation options consistent with the participant’s role, policies, available evidence, and
legal environment.

Illustrative only. Actual response options depend on provider role, available information, policy, law, urgency, and preservation needs.
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Case scenario 4: Domain facilitating
grooming or trafficking (1/2)

Scenario overview

Not every OCSEA-related domain involves a known CSAM
image or video. Some domains may facilitate grooming,
coercion, trafficking, sexual exploitation, or access to children
through text, advertisements, forums, messaging links,
payment flows, coded language, or off-platform coordination.

This scenario can be more difficult to evaluate than a

report involving a known CSAM URL. The evidence may be
distributed across multiple services. The harmful activity
may move from a public website to private messaging. Some
content may be illegal in one jurisdiction, prohibited by
company policy in another, or difficult to classify without law
enforcement or child-safety expertise.

Non-image OCSEA still involves serious child-safety risk. At the
same time, different participants may have different abilities to
verify, classify, or act on the conduct.

Participants that may be involved
Relevant participants may include:

» website operator or registrant;

« platform or forum operator;

« hosting provider;

* CDN, proxy, or security provider;
* registrar;

« reseller;

* wholesale registrar;

* registry;

* DNS provider;

« trusted notifier or hotline;

* law enforcement;

* payment provider or financial institution.

Possible actions
Depending on the facts, possible actions may include:

* removal of pages, listings, posts, or accounts;

« suspension of accounts or services;

« disabling hosting, CDN, DNS, or domain services where
applicable;

« preservation of registration, account, payment, and access
records;

« referral to law enforcement or a specialized hotline;

« review by a trusted notifier or child-safety expert;

« disruption of monetization or payment processing;

« escalation across related infrastructure where a network
is identified.

In this scenario, preservation may be especially important.
Grooming or trafficking cases may involve identifying victims,
offenders, facilitators, payment trails, communications, or
networks. Disrupting access may be urgent, but records may
also be needed to support investigation.

Where delays can occur
Delays may occur when:

« the report does not include a specific child-safety
classification;

« the evidence is text-based, coded, or spread across
multiple services;

* the harmful conduct occurs partly off-platform;

« a provider’s policy focuses on CSAM imagery and does not
clearly address grooming or trafficking facilitation;

« legal definitions vary across jurisdictions;

« the receiving participant cannot determine whether the
reported material violates law or policy;

« law enforcement needs records before infrastructure
is disrupted.

Takeaways

Domain participants may be relevant when the domain itself is
being used to facilitate grooming, trafficking, or other OCSEA-
related activity. Even if the domain participant cannot view
private messages or remove a specific post, it may be able to
enforce policies, route reports, preserve records, or escalate
where credible evidence shows that the domain is part of the
abuse infrastructure.

At the same time, many grooming or trafficking cases may
require participants closer to the content or communications,
such as the platform, website operator, host, or law
enforcement. Domain-level action can disrupt access to a site,
but it may not identify victims, remove all content, or stop off-
platform coordination.
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Case scenario 4: Domain facilitating
grooming or trafficking (2/2)

Questions to help identify the next step:Grooming or trafficking facilitation

Report received about a domain or service facilitating grooming, trafficking, or sexual exploitation

Immediate risk
Does the report indicate immediate risk to a child?

=> If yes, consider urgent law enforcement or child-safety escalation and preservation.

Information available

Does the report include specific evidence, such as URLs, posts, advertisements, accounts,
payment pages, screenshots where appropriate, or trusted notifier classification?

=> If incomplete, seek additional details or expert review where possible.

Relevant control point

Which participant controls the relevant content, account, service, or infrastructure?

=> Platform, website operator, host, payment provider, domain participant, CDN, DNS provider,
or law enforcement.

Is the conduct hosted or operated by the receiving participant?

=> If yes, evaluate content/account/service options and preservation.

Nature of the service
Does the domain appear primarily used to facilitate OCSEA-related conduct?

=> If yes, domain-level options may be relevant alongside content-level and law enforcement pathways.

Preservation
Are records needed to identify offenders, victims, or networks?

=> If yes, consider preservation before or alongside enforcement.

Documentation and follow-up

=> Document action, routing, and escalation.

Illustrative only. Actual response options depend on provider role, available information, policy, law, urgency, and preservation needs.
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Case scenario 5: Services associated
with emerging child safety risks (1/2)

Scenario overview

Some online services raise child safety concerns because they
can be used to generate, manipulate, facilitate, or distribute
exploitative content involving children. Examples may include
image generation tools, image manipulation services, synthetic
media platforms, or other emerging technologies.

Unlike a website dedicated to distributing known CSAM, these
services may have a mixture of uses. The reported harm may
not be visible on the public-facing website, and the service
may not openly advertise unlawful activity. In some cases,
concerns arise from how users are utilizing the service rather
than from the stated purpose of the service itself.

This can make the scenario more difficult to evaluate than
cases involving known CSAM URLs or clearly malicious
websites. Evidence may be distributed across multiple services,
private accounts, user-generated content, payment systems,

or off-platform communications. Assessing risk may require
additional context, trusted notifier expertise, or review of
information that is not publicly available.

Child safety concerns may exist even when the website itself
does not obviously display unlawful content. At the same time,
participants across the ecosystem may have different levels of
visibility into how a service is being used and different abilities
to evaluate or respond to reported concerns.

Participants that may be involved
Relevant participants may include:

* website operator or registrant;

« platform or service operator;

* hosting provider;

« cloud provider;

* CDN, proxy, or security provider;
* registrar;

« reseller;

» wholesale registrar;

* registry;

* DNS provider;

« trusted notifier or hotline;

* law enforcement;

* payment provider or financial institution.

Possible actions
Depending on the facts, possible actions may include:

« review by trusted notifiers, child-safety specialists,
or law enforcement;

« investigation of reported accounts, services, or user activity;

» removal of specific content, galleries, accounts, or outputs
where applicable;

* suspension of accounts or services;

« preservation of registration, account, payment, and
access records;

« disruption of monetization or payment processing;

« escalation to hosting, platform, DNS, or domain participants
where appropriate;

* monitoring for related domains, services, or infrastructure.

Where delays can occur
Delays may occur when:

* the report lacks evidence showing how the service is
allegedly being used;

* concerns relate to user activity that is not publicly visible;

* the reported conduct spans multiple services or platforms;

* participants have limited visibility into user-generated activity;

* policies or legal frameworks do not clearly address the
reported conduct;

« participants disagree on whether the available evidence
demonstrates child safety risk;

« law enforcement or trusted notifier review is needed before
action is considered.

Takeaways

This scenario highlights that not all child safety concerns fit
neatly into categories such as known CSAM, compromised
websites, or malicious domains.

Different participants may have access to different pieces of
information. A hosting provider, registrar, registry, CDN or DNS
provider may see only a portion of the overall picture. As a
result, reports may require additional investigation, validation,
or coordination before participants can determine what
actions are available within their respective roles.

This scenario illustrates why visibility, evidence, and control
points matter. The participant receiving a report may not have
enough information to independently assess the underlying
conduct, even when the reported concerns are serious.
Trusted notifier expertise and cross-industry coordination may
therefore play an important role in evaluating and responding
to emerging child-safety risks.
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Case scenario 5: Services associated
with emerging child safety risks (2/2)

Questions to help identify the next step: Services associated with
emerging child safety risks

Report received about an online service allegedly being used to facilitate child sexual exploitation or abuse

Immediate risk
Does the report indicate immediate risk to a child?

=> If yes, consider urgent law enforcement or child-safety escalation and preservation.

Information available
Does the report include evidence showing how the service is allegedly being used?

=> If incomplete, seek additional information or trusted notifier review where possible.

Nature of the concern

Is the concern related to content, user behavior, service functionality, payment activity,
or a combination of factors?

=> |dentify the relevant participant or participants with visibility into those elements.

Relevant control point
Which participant controls the relevant account, content, infrastructure, payment flow, or service?

=> Platform, service operator, host, cloud provider, payment provider, domain participant, CDN, DNS
provider, trusted notifier, or law enforcement.

Validation and routing
Is additional validation needed from a trusted notifier, hotline, child-safety expert, or law enforcement?

=> If yes, route or escalate accordingly.

Preservation
Are records needed to identify offenders, victims, facilitators, or related services?

=> If yes, consider preservation before or alongside enforcement.

Documentation and follow-up
=> Document action, routing, preservation, and escalation.

Illustrative only. Actual response options depend on provider role, available information, policy, law, urgency, and preservation needs.
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Threat actor tactics:
Internet hopping

OCSEA response is complicated by the fact that threat actors
may move across the internet infrastructure ecosystem. A
single domain suspension, content removal, or account
termination may be necessary, but it may not end the activity if
the same person or network can quickly rebuild elsewhere.

Why this matters

Threat actor movement can create the appearance that one
participant “failed” when, in practice, the activity is moving
across multiple layers. It can also reveal where accountability
questions are appropriate.

For example:

« If a registrar suspends a malicious domain, the threat actor
may register a new domain elsewhere.

« If a host removes content, the threat actor may upload the
same content to a new host.

« If a platform suspends an account, the user may create a
new account.

« If a CDN disables service, the origin server may remain
available.

« If a payment provider disables monetization, the service
may switch payment methods.

This is why cross-ecosystem visibility matters. No single
participant sees everything. Registrars may see registration
patterns, payment signals, and customer data. Registries
may see domain-level patterns across a TLD. Hosts may see
server-level activity. Platforms may see user behavior and
content. CDNs may see traffic patterns. Payment providers
may see monetization. Trusted notifiers may see repeated
abuse across services. Law enforcement may see broader
criminal networks.

Distinguishing criminal threat actors
from non-responsive infrastructure
participants

It is useful to distinguish between two different issues:

First, there are criminal or abusive users who create, distribute,
facilitate, or monetize OCSEA.

Second, there may be infrastructure participants that
repeatedly fail to respond to validated reports, lack meaningful
abuse processes, or become attractive to abusive users
because of weak controls.

While these are not the same, both affect the ecosystem, and
it's important to understand this nuance when determining
effective actions and remediations.

Signal sharing

Threat actor movement also shows why signal sharing can be
valuable. Signals such as domain names, registration patterns,
email usernames, phone numbers, payment indicators, device
identifiers, IP patterns, or repeated HTML language may help
participants identify related activity.

Signals may be incomplete or misleading. Proportionality and
validation remain important.

Cross-industry programs such as the Tech Coalition’s Lantern
program are one example of how eligible participants can
share signals related to OCSEA so that receiving companies
can independently assess whether the information matches
activity on their services and determine what action, if any, is
appropriate under their own policies and legal obligations.
More information on the Lantern program is in the next section.
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Collaboration model: What better
alignment looks like (1/2)

Because OCSEA can move across infrastructure layers,
collaboration is often necessary. Collaboration does not mean
every participant has the same role, sees the same information,
or takes the same action. It means participants have

enough shared vocabulary, routing pathways, and feedback
mechanisms to reduce delay.

A practical collaboration model can include the
following elements:

Shared vocabulary

Participants can collaborate more effectively when they

use the same basic terms. For this white paper, the most
important terms include registry, registrar, reseller, wholesale
registrar, registrant, DNS provider, host, cloud provider,

CDN, platform, file-sharing service, trusted notifier, hotline,
and law enforcement.

Shared vocabulary helps stakeholders avoid treating these
terms as interchangeable. It also helps industry participants
explain their capabilities and limits without appearing evasive.

Trusted notifier pathways

Trusted notifiers and hotlines can help validate reports, classify
content, reduce false positives, and reduce the need for
infrastructure participants to view suspected CSAM directly.

A trusted notifier pathway can be especially useful when:

« the receiving participant cannot or does not review
suspected CSAM;

« the report involves a high-risk or urgent child-safety issue;

« the participant needs enough confidence to act without
directly viewing content;

* multiple participants need a common reference point;
* reports need to be routed across jurisdictions.
Trusted notifiers and hotlines such as IWF, INHOPE, NCMEC,

Interpol, and law enforcement are common sources for
surfacing OCSEA cases.

Report actionability and routing

Reports are more useful when they contain enough
information to identify the right control point. Report
actionability may include adding the full URL, domain, registrar,
host, nameserver, CDN indicator, file ID, timestamp, trusted
notifier classification, or law enforcement reference.

Some participants may enhance reports before routing them
to another participant. For example, a domain participant may
identify the relevant host. A registry may identify the registrar.
A CDN may identify whether content is cached or proxied. A
trusted notifier may provide classification. A payment provider
may identify linked merchant activity.

Feedback loops

Feedback loops help prevent reports from disappearing into
complex provider chains.
A feedback loop may include:
* report receipt confirmation;
* assignment to the relevant internal team;
« reseller, registrant, customer, host, or platform notification;
« escalation if no response occurs;
» documentation of action taken;
« preservation of relevant records;

* limited status updates where lawful and appropriate.

Escalation pathways

Escalation pathways help participants handle urgent or
unresolved cases.
Escalation may involve:

» moving from public report intake to a specialized abuse or
child-safety team;

« routing to a trusted notifier;

« escalating from reseller to wholesale registrar or registrar;
« escalating from registrar to registry;

« routing to a hosting provider or platform;

« involving law enforcement;

« considering domain, DNS, CDN, hosting, or
account-level enforcement.

Escalation is especially important where a report is validated,
urgent, or unresolved after initial notice.
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Collaboration model: What better

alignment looks like (2/2)
Preservation coordination

Some OCSEA cases may require preservation of records
before or alongside enforcement. Preservation coordination
can help avoid situations where content is removed but the
records needed to identify offenders are lost.

Different participants may hold different records. A registrar
may hold registration data. A host may hold server logs. A
platform may hold accounts and upload records. A CDN may
hold traffic-related records. A payment provider may hold
transaction records. Law enforcement may need to request
preservation from multiple participants.

Cross-industry signal sharing and Lantern

Threat actors may move across domains, hosts, platforms,
CDNs, payment providers, and accounts. Cross-industry signal
sharing can help participants identify related activity.

Note: Signal sharing requires care. Signals can be inaccurate,
sensitive, or context-dependent. Governed signal sharing can
help identify repeat abuse and reduce whack-a-mole responses.

% Lantern

The Tech Coalition’s Lantern program is one example

of a cross-industry signal sharing program focused

on combating OCSEA. Through Lantern, participating
companies can securely share threat signals related

to violative activity, such as content-based indicators,
such as hashes, URLs and keywords, as well as incident-
based indicators that can surface bad actors or violative
patterns of behavior.

Before uploading signals, participating companies
must manually validate that the intelligence pertains

to a violation of their child safety policies. Participating
companies that receive signals then independently
assess the information and determine whether action is
appropriate under their own policies and legal obligations.
Lantern is open to qualifying technology companies

and financial institutions that meet the program’s
requirements; NGOs, governments, law enforcement
agencies, researchers, and other non-industry
organizations are not eligible to participate. Lantern

does not facilitate automated enforcement decisions.

Employee and vendor wellness

Some participants may be exposed to disturbing material,
descriptions, metadata, or reports. Others may intentionally
avoid viewing suspected CSAM and rely on trusted notifiers or
law enforcement.

Even if employees do not view content directly, they may still
encounter distressing information through reports, metadata,
or escalated incidents. Wellness practices may therefore be
relevant for companies that handle OCSEA reports.

Neutral accountability across the
ecosystem
A collaboration model should avoid assuming that any

one category of participant is always responsible or never
responsible. Instead, accountability can be assessed by asking:

1. Did the participant receive credible notice?

2. What did the participant control?

3. What information did the participant have?

4. What action was technically and legally available?

5. Did the participant route, escalate, preserve, or act within
its sphere of control?

6. Is there a pattern of repeated non-response or weak
abuse handling?
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Conclusion

Combating OCSEA requires urgency, care, and coordination. It also requires a
practical understanding of how the internet infrastructure ecosystem works.

A domain name can be central to abuse, but it is not always where the
abusive content is stored. A registrar may control a domain registration but
not a hosted file. A host may control infrastructure but not the domain. A
platform may control user content but not the registry or registrar. A CDN
may sit in front of a site but not control the origin server. A trusted notifier
may validate a report but not operate enforcement tools. Law enforcement
may investigate offenders but still need records and cooperation from
multiple participants.

The most important takeaway is that an effective OCSEA response depends
on routing the right information to the participant with the right control point.

That does not mean any participant is outside the accountability framework.
Domain participants, hosting providers, platforms, CDNs, DNS providers,
resellers, registries, registrars, payment providers, trusted notifiers, and law
enforcement can all play important roles depending on the case. Accountability
is clearest when it is tied to notice, visibility, control, available tools,
preservation needs, and response.

A shared understanding of the ecosystem can help reduce misdirected
requests, avoid unnecessary delay, preserve evidence, minimize collateral
impact, and support faster action to protect children.

The goal of this guide is not to make the ecosystem seem too complex to act.
The goal is to make action more precise.

When all stakeholders understand who can do what, we are all better
positioned to work together against OCSEA.
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Appendix A: Common routing
assumptions that can cause delays (1/2)

OCSEA response can be slowed by recurring misunderstandings
about the domain ecosystem and broader internet infrastructure.

“The company that controls the
? domain can remove the content.”

A registrar, reseller, registry, or DNS provider may be able

to affect access to a domain, but it usually cannot remove
a specific image, file, post, livestream, or account unless it
also provides hosting or platform services.

This does not mean domain participants have no

role. Domain participants may be able to suspend or
lock a domain, preserve registration records, notify

a reseller or registrant, route a report, or escalate to
another participant. But those actions are different from
removing hosted content.

“Turning off the domain
? removes the abuse.”

Suspending a domain can disrupt access through that
domain name. It usually does not delete the underlying
content. The content may remain on a server, in a storage
bucket, in an account, or on another service. The threat
actor may also move the content to another domain.

Domain-level action may still be appropriate in some
cases, especially where a domain is dedicated to
OCSEA or where urgent disruption is needed. But
stakeholders should understand what the action does
and does not accomplish.

“Registries, registrars, and
resellers are interchangeable.”

They are different participants.

A registry operates the database for a top-level domain.
A registrar manages domain registrations. A reseller
may have the direct customer relationship. A wholesale
registrar may provide infrastructure to resellers without
directly interacting with the registrant.

Confusing these roles can send reports to the wrong
place or create unrealistic expectations about what a
participant can do.

“The hosting provider is
? always the answer.”

Hosting providers are often closer to hosted content
than domain participants. In many cases, they may

be positioned to remove specific content or suspend
infrastructure. But they are not always able to inspect or
control everything associated with a customer.

Some hosting or cloud services provide infrastructure
that customers configure and manage. Some content
may be encrypted, access-restricted, temporary, or
controlled by the customer. Legal, technical, and
operational limits may apply. A hosting provider may also
need precise information to locate the content, such as a
full URL, file path, account ID, or timestamp.

There is no participant that owns all responsibility.
The goal is to identify whether the host is in fact
the participant with the most targeted control in a
specific case.
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Appendix A: Common routing
assumptions that can cause delays (2/2)

“A compromised legitimate site
should be treated the same as a
malicious domain.”

A malicious domain and a compromised legitimate
website can both involve OCSEA, but they may call for
different responses.

A malicious domain may be part of the abuse
infrastructure. A compromised legitimate site may
involve a registrant whose website has been hacked. In
the compromised-site scenario, the host and website
owner may be critical to removing content and fixing
the vulnerability. Domain-level action may still become
relevant if abuse remains unresolved, but it can carry
broader collateral impact.

“Every participant can
? scan for CSAM.”

Not every participant has access to content, and not
every participant can scan content. Some domain
participants do not host or store user content. Some
infrastructure providers cannot inspect customer-
controlled environments. Some companies avoid direct
review of suspected CSAM for legal, employee wellness
considerations, or operational reasons.

In addition, many participants cannot directly view CSAM
and may rely on authorized or qualified entities, such as
law enforcement or INHOPE-affiliated hotlines.

“A report with only a domain
? name is always enough.”

Sometimes a domain name may be enough to
begin triage, especially if the domain is reported by
a trusted notifier or appears dedicated to OCSEA.
But in many cases, a domain alone is not enough to
locate specific content.

A full URL, timestamp, file ID, account identifier,
screenshot where lawful and appropriate, trusted
notifier classification, or law enforcement contact may
make the report more actionable.

“If a participant cannot remove the
? content, it has no accountability.”

A participant’s limitations do not mean it has no role.
Accountability is best understood by looking at notice,
control, available tools, and reasonable next steps.

A registry may not remove a file but may be able to
route reports to registrars. A registrar may not host
content but may be able to suspend a domain or notify
a reseller. A reseller may not operate the registry but
may have the direct customer relationship. A CDN may
not control origin content but may control CDN service.
A payment provider may not remove content but may
disrupt monetization.

“All OCSEA reports
? are the same.”

OCSEA reports differ significantly. A known

CSAM URL, a grooming forum, a trafficking
advertisement, an Al-generated CSAM service, a
compromised business website, and a misused file-
sharing platform raise different routing, evidence,
preservation, and enforcement questions.

A single response model will not work for every case.

the need for internal processes.”

? “Trusted notifier reports eliminate

Trusted notifier reports can make responses faster
by providing classification, expertise, and actionable
reporting. But participants still benefit from internal
processes for intake, escalation, documentation,
preservation, customer communication, and
enforcement.
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Tech
Coalition

The Tech Coalition unites the global tech industry to protect children
from online sexual exploitation and abuse (OCSEA). No single
company can tackle this alone — but together, we’re building a safer
digital world for children.

As a trusted partner of the tech industry, we focus on strengthening
collective capacity to combat OCSEA. Our community shares
expertise and pools knowledge to strengthen all links in the chain,
enabling companies of any size to access the tools, resources, and
collaboration needed to drive meaningful impact.

To learn more visit www.technologycoalition.org

©2026 Tech Coalition. The Technology Coalition is funded by member companies and does not
accept funding from any government agency or NCMEC.



