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Opening Letter

In 2023, the tech industry’s commitment to the collaboration more quickly identify and prevent potential harm to children.

necessary to protect children online continued to expand and Prior to Lantern, no consistent procedure existed for companies

gain momentum. The Tech Coalition welcomed seven new to collaborate on cross platform threats to child safety. Lantern

member companies and observed our members’ deepening “WPPW XLMW KET ERH XLI MRMXMEP VIWYPXW EVI IRGSYVEK
resolve to address the most pressing current and future signals shared in Lantern — from its pilot phase until the end of

threats to online child safety. Working together with key external , TEVXMGMTEXMRK GSQTERMIW MHIRXMYIH GSR¥VQIH

WXEOILSPHIVW XLI 8IGL 'SEPMXMSR G SR &&i6roX BB,989Laccyuntsifer Xiotatioria Bf BdticeM Edhibiting
sextortion and leaned into the potential challenges and promise child sexual exploitation and abuse. This is just the beginning.
SJ KIRIVEXMZI EVXMY“ZGMEP MRXIPPMKIRGI %- 3YV QIQFIVW EPWS

strengthened their existing collaboration on hash-based and I am proud of our member companies and the amazingTech
QEGLMRI PIEVRMRK GLMPH WI\YEP EFYWwI O&itonieap for albthe greqf yerkdk3qa3RrThisis why we

prevention and detection of grooming, and safety by design. are here — to facilitate the industry collaboratiorthat builds our
members’ individual capacity to prevent harm and dive tangible

Thanks to this dedication and hard work, in 2023, 35 of our 37 results for child safety across the internet. Thisis what the Tech
members tangibly enhanced their capacity to combat online child  Coalition is all about. | am excited for all that § ahead of us.
sexual exploitation and abuse, based on objective milestones

[1...ZI IWXEFPMWLIH JSV XLIQ MR %ZI OI] EBREEWHR EHHMXMSR JSV

the second straight year, member companies increased their
EHSTXMSR SJ MQEKI ERH ZMHIS FEWIH LEW
now more than half of our members use machine learning
GPEWWMYIVW XS LIPT HIXIGX TVIZMSYWP

LRSPSKMIW %RH

| _ iQEkgCa./w.

Sean Litton

This increased capacity to prevent and detect was further
President and CEO

augmented by the launch of Lantern, a groundbreaking industry-
only signal sharing program that helps participating companies
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Who We Are

The Tech Coalition is an alliance of global tech canpanies of
varying sizes and services working together to comtat online child
WIN\YEP NTPSMXEXMSR ERH EFYWI 3'7)% 1IQFIV
to drive critical advances in technology and sharelessons and
considerations for keeping children safe online.

The Tech Coalition is overseen by a Board of Directrs from

member companies and supported by a team of peopleled by
4VIWMHIRX ERH ")3 7IER OMXXSR 8LI XIEQ IRHIE
guide, and support its industry members, helping tlem work

together to protect children from online sexual exdoitation and

abuse. They convene and align the global industry —pooling

knowledge, upskilling members, and strengthening dllinks in the

chain — so that the smallest startups have access ¢ the same

level of knowledge and technical expertise as thedrgest tech

companies in the world. The Tech Coalition works abngside and

in partnership with organizations that are advancirg technologies,

research, and data to protect children online, inalding the National

"IRXIV JSV IMWWMRK ERH )\TPSMXIH 'LMPHVIR 2
8LSVR ERH ;14VSXIGX +PSFEP %YPPMERGI

Together, we envision a digital world where childra are free to play,
learn, and explore without fear of harm.
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Our Values

Collaborative
Relationships

We believe the only way we can protect children
is if we work together with mutual trust and
support. We respect our differences but rise
above them to focus on our shared cause.

Transparency &
Accountability

We believe being honest about both our
strengths and our shortcomings is critical to
our continual improvement. We're accountable
to one another and to our broader community
to honor our commitments.

Impact

We are part of a culture that is highly
motivated and driven by the mission of

this work. We embrace and personify this
dedication, and commit ourselves to making
tangible progress every day.
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Membership

2023 Board of Directors
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Services Offered by In 2023, the Tech Coaltion continued
Tech Coalition Members in 2023 to grow, increasing our membership
to 37 tech companies.
-QEKI ,SWXMRK 7TLEVMRK 29

8I\X FEWIH 'SRXIRX 27 21 QIQFIV GSQTERMIW MR

:MHIS ,SWXMRK 7LEVMRK 27

2SR IRGV]TXIH 1IWWEKMRK 24

Kk GIPHY @& OpenAl
OMZI 'SRXIRX OMZI 7XVIEQMR&K
7IEVGL (MWGSZIV] 15
'PSYH ,SWXMRK 7TXSVEKI 12
CIRIVEXMZ1 %- " Orinor PATREON
+EQMRK 10

*MRERGMEP 7IVZMGIW 4E]QIRX

YQEMP 7

< Sony
‘ } Interactive
> Entertainment
JRGV]TXIH 1IWWEKMRK ) )) 6

(EXMRK 7I1VZMGIW 5
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@VERISIGN
1IXEZIVWI 16 3
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Power and Value of
the Tech Coalition

The Tech Coalition provides each member a place at

the table to collaborate with their industry peersand

further engage with policymakers, law enforcement,

and civil society experts to see the full spectrum

SJ FSXL XLI MWWYI ERH MXW WSPYXMSRW 11
their fellow industry experts — thought leaders,

tech innovators, developers and engineers, public

affairs and regulatory specialists, and tech policy

practitioners — to collaborate while gaining critial

insight from other sectors.

As members, companies engage
[MXL XLI GSQTVILIRWMZI FI
Tech Coalition provides, including:

*3TTSVXYRMX] XS IRKEKI MR STIR ERH XVERWTE
industry peers and trust and safety leaders in a sé and
collaborative space.

« Live webinars or presentations with experts from aaoss the
Y%IPHW SJ TYFPMG TSPMG] [IPPRIWW ERH VIWI
KVSSQMRK EKI EWWYVERGI KIRIVEXMZI %- EF

 Peer-to-peer company mentorship that gives trust ard safety
professionals the ability to learn and grow their ill sets from
a broad group of peers and industry leaders as welbs one-to-
SRI ORS[PIHKI WLEVMRK MR GSR¥“HIRXMEP WIX

« Invitations to participate in innovative, cross-industry pilot
programs to develop technology, receive tailored spport, and
ultimately, increase child safety across platforms.

% JYPP WYMXI SJ 1IQFIV 6IWSYVGIW MRGPYHM
benchmarks, best practices, frameworks, research, ad
case studies.

*%GGIWW XS QYPXM WXEOILSPHIV IZIRXW XLEX
stakeholders to discuss the latest child safety research, tech
innovation, and challenges.
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Our Work

2023 was the Tech Coalition’s third full year sincethe

launch of Project Protect. Committed to this effort,

our industry members work together in partnership

ERH GSPPEFSVEXMSR EGVSWW XLIWI %2ZI GV

*%HHVIWWMRK )QIVKMRK 8LVIEXW XLVSYKL
I1YPXM 7XEOILSPHIV )RKEKIQIRX

*%WHZERGMRK 8IGLRMGEP -RRSZEXMSR
* 7LEVMRK -RJSVQEXMSR ERH /RS[PIHKI
*%HZERGMRK -RHITIRHIRX 6IWIEVGL

*(VMZMRK +VIEXIV %GGSYRXEFMPMX] ERH 'S
XLVSYKL 1IERMRKJYP 8VERWTEVIRG]
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Addressing Emerging Threats through
Multi-Stakeholder Engagement

In 2023, the Tech Coalition confronted two emerging * MRERGMEP 7I1I\XSVXMSR across sectors to gain understanding of the full picture of

XLVIEXW XS GLMPHVIR S

sextortion and the evolving challenges posed by generative

%- 8LVSYKLSYX XLI JIEV

stakeholders to build a shared understanding of these

. S : e
RPMRI LIEH S Enar)](cfél I| se\:/><{\c/|)r\t/i\(l)rl1 h% SJ be/érﬁz(Fegm% dMaEgl?owing crisis” the problem and identify where more information-sharing

T R o 25 e S T

WIIMRK ER EPEVQMRK MR p young pZopIe avoid feeling shame as welas give

reports in 2023 related to this crime. The Tech Coéition, in

threats and help develop |mpa9tful solutions. This constant TEVXRIVWLMT [MXL :14VSXIGX +PSFEP f%(ll-"ID Eﬁ%lleFiégY )ﬁﬁ]%lf_d k LYL .RG I XLI JSV)
dialogue and collaboration equipped us to stay ahead of a toolkit for members to combat this iSsue on their platforms

more than 150 people from across sectors — technolay,

emerging threats and proactively safeguard children in the V,RERGI TSPMG] GMZMP WSGMIX] EG Eaﬂtir W%]Edéhlel—‘ﬂqgrl{}l e{cigratnhwmh enables cres-
4
pla

ever-evolving digital landscape.

. orm signaf sharing for companies to strengthen how the
law enforcement — to address the growing global tred 9 9 P 9 y

orce thejr child safe icies, includj <+ related to
SJ SRPMRI| %RERGMEP WI\XSVXMSR SJ ) e% Y{%PE%%Z%?%(V?W@M%% GER VIEH OS

1YPXM 7XEOILSPHIV *SVYQ MR .YRI 8LI I% N
MHIRXM¥“ZGEXMSR SJ GYVVIRX KETW ERﬁI eJ—Sl %%Egl\l?l}:'(X%)lgIQRMGEP R
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“8LI 81GL 'SEPMXMSR MW E KVIEX INEQTPI SJ QYGL RIIHIH GSPPEFSVEXMSR YRMXMRK XLI X
[SVOMRK XSKIXLIV XS GVIEXI E WEJIV HMKMXEP [SVPH -R XLl RYQFIV SJ “RERGMEP W
VITSVXIH XS 2'1)' QSVI XLER HSYFPIH ;I VEVIP] WIIl GVMQIW WO]VSGOIX EX XLMW VEXI 8LI 8
EPPS[W 2'1)" XS WLEVI GVMXMGEP XVIRHW MR VIEP XMQI IQTS[IVMRK GSQTERMIW XS GVIEX
TPEXJSVQW XS LIPT OIIT OMHW WEJI -X.W QSVI MQTSVXERX XLER 1ZIV XLEX [I EPP GSQI

MRRSZEXMZlI WSPYXMSRW ERH [SVO XS[EVHW TSWMXMZI GLERKI %o

— John Shehan,
7IRMSYV :MGI 4VIWMHIRX )\TPSMXIH 'LMPHVIR (MZMWMSR -RXIVREXMSREP
JRKEKIQIRX EX XLI 2EXMSREP "IRXIV JSV 1IMWWMRK JINTPSMXIH 'LMPHVIR
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Addressing Emerging Threats through
Multi-Stakeholder Engagement  continues

+IRIVEXMZI % - addressing those threats, as well as to identify aml e -RHYWXV] GPEWW MTA&TEN GaRtioWV WV X | Q
%W KIRIVEXMZI %- HIZIPSTW ERH XLl'n&'it‘?\FﬁVﬁ?RR/O%%'ggjf?ri%k Alfi8L fgjaporation. VIZMI[ ERH YTHEXI XLI -RHYWXV] '"PEW
Representatives from 26 Tech Coalition member companies, EHHVIWW HMJJIVIRX X]TIW SJ %- KIRIV

evolves, Tech Coalition members are building a deegr
understanding of the issues and challenges, so theycan
continue to be proactive in their efforts to reducerisk,
incorporate safety by design, and innovate solutiors to
help keep children safe.

MRGPYHMRK %HSFI %QE~"SR (MWGSVH +SSKPI 1IXE 1MGVSWSJX

2%:)6 > 2MERXMG OEFW 3TIR%- 4MRXIVBWXSVRBRIKRIGL SRIBBBAEAMSR [MPP [SVO
(IVMASR :7'3 =ELSS ERH >SSQ NSMRIH WSPLGXTGLIMPRSWEIIKYSGIWW XS 1% GMIF
experts, advocates, and members of law enforcement. VIJIV G]JFIVXMT VITSVXW SJ %- KIRIVE.

8LI FVMI%RK PIH XS WIZIVEP RI[ QY P Xms warK B ongo®drand welcbatBivextaacilitate
R K | R YHMRK HMWGYWWMSRW EFSYX 3'7)% ERH XLI V
SRXTVMRK VIR FEEY AR

In 2023, our work to collectively understand the inpact
SJ KIRIVEXMZI %- SR 3'7)% MRGPYHIH J
discussions with members to identify emerging challenges e 61H XIE QMe&Téch Coalition, with input from the

and share learnings, co-hosting a webinar togethewith 9 7 (ITEVXQIRX SJ .YWXMGI [MPP LIPT GSQTERMIW I\TPSVI

8LSVR ERH FVMRKMRK XSKIXLIV MRHYWX¥]E% XLk I'WM QI AHEMBWXMKEXI 3°7)% VMWOW
'LMPHVIR 'SRJIVIRGI XS MHIRXMJ] ERH EHHVIWW KIRIVEXMZI %-

challenges. This work culminated in December when ve e -RJSVQEXMS RhafTedd CoaRign will advance

GSRZIRIH ER MRHYWXV] FVMI%RK JSV OItifzifig the X &t & grhhvtd/sédiRely share

the ecosystem to develop a shared understanding ofthe information that supports robust safety evaluations and

potential risks predatory actors pose to children tirough QMXMKEXMSR QIXLSHW JSV KIRIVEXMZI %- '7%1 ERH VIPEXIH

KIRIVEXMZI %- ERH XLI [E]W GSQTERMIW EV) % YWRGRMPIIR X W

66

“8LI 81GL 'SEPMXMSR MW IWWIRXMEP JSV FVMRKMRK MRHYWXV] XSKIXLIV XS HVMZI GVMXN
SJ FIWX TVEGXMGIW 1MGVSWSJIX TVSZMHIW 4LSXS(2% E XIGLRSPSK] XLEX EMHW MR JMR
MQEKIW SJ GLMPH INTPSMXEXMSR XS XLI 8IGL "'SEPMXMSR XS PMGIRWI XS MX QIQFIVW ;I
'SEPMXMSR TPE]JW MR WYTTSVXMRK MRHYWXV] GSPPEFSVEXMSR XS GSQFEX GLMPH WI\YE

GVMXMGEP [MXL XLI FVSEHIV EHSTXMSR SJ KIRIVEXMZI %- XIGLRSPSKMIW %o

— Microsoft
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Advancing Technical Innovation

-RWXERGIW SJ 3'7)% GSRXMRYI XS MRGVREWX FIVEF $VI GLMPHVIR *(MWGSVH HIZIPSTIH E RSZIP ETTVSEGL
and adults gain access to the Internet and other tehnologies. which they open-sourced and are continuing to devebp
Innovating technical solutions to this global challenge for members’ ease of use.

remains a top priority for the Tech Coalition. We vork with collaboration with our members’ engineering and trust and
members to accelerate the adoption of existing techmologies g d *1IQFIVW LEH XLI STTSVXYRMX] XS VIGIMZ

and invest in the development of new technologies b safety teams to brainstorm and design for what we achieve +SSKPI SR MXW 'SRXIRX 7EJIX] %4- [LMG

A T L M R
detection efforts and strengthen how they enforce their child g 9 b keepyoung HIXIGX ERH TVMSVMXM"I TVIZMSYWP] YR\

. . . people safe online, exploring where one company’sdtest
safety policies and terms of service. 2023 was a piotal year successes and learnings can improve and advance thavork i i
for tech innovation at the Tech Coalition with thelaunch of g P This event reminds us that no one person, departmet,

OERXIVR XLI %VWX GVSWW TPEXJsvQ W MIRREBPHEEVMRK TVSKVEQ JSV or company can combat online child sexual abuse. By

companies to strengthen how they enforce their chii safety  _R 3GXSFIV [I LSWXIH SYV WIGSRH ERR %)&M%KM%'\% WEY X' GEB WMKRMY%GER?
TSPMGMIW ERH XLI %VWX XIGL MRRSZESMBM IV ¥ BN &7 MBGAA | XSwWALRFR k x STV "RTER'ITen TG R iy on 0P 9 e

In 2022, the Tech Coalition started Initiate, our grsion of
a tech-meet up and hackathon that provides in-persm

of industry — not just our members. representing 13 member companies and our partner, Fiorn, reatas it continues to evolve.

_ red for ty f collahorative working sessons. “

‘MHIS ,EWLMRK _RXIVSTIVEF’\%a\ﬂ]FWXiN %Sﬁ/%%IEKH;\%g\Nlagl\%PEV TVSFPIQW EX XLIMV INWTIGXMZI

8LI 8I1GL 'SEPMXMSR..W :MHIS ,EWL -RXI¥dnpaniesFaddhahydd s, Lidold, @SNl ecXsses, vih “4VIHEXSVW HSR..X PMQMX XLIQWIPZIW

is pivgtal in harmonizi_ng efforts across the tech industry,. aflocusoon coding and developing novel ideas to conbat LMGL MW [Lﬂq MX..W WS MOQTSVXERX JS
ensurlngthatcompzlmlfshaveaccesstothemosteffectlve 3'7)% EGVSWW MRHYWXV] 8LMW ]IEV..SV\(/dl)Zk%)k@(%I\Q&gHLIHPErMOéEMPHVIR W XE]
XSSPW JSV '"7%1 HIXIGXMSR 8LVSYKL WILKMIWEIPV RSIMEF Pl EBZERGIQIRXW MR lElRf}%LTXT\II:vKI:EMHR\fVIIX—\/%I\X))((‘\N XLIT YWI %X

WYGGIWWJIYPP] TEVXRIVIH [MXL MRHYWXV] PIEHIVW WYGL EW 1I1XE ERH
. : SZIV E HIGEHI JMKLXMRK XS LIPT OIIT

+SSKPI XS VILEWL ORS[R '7%1 zZMHISwWTheryert marked the\syuopaspitixdgatipn and
. . : d | fOEWLIV 1IEXGLIV %G X SRIVSRlF’O}\/IRI ERH EVI TVSYH RSX SRP] XS L
formats. This collaborative approach not only improves evelopment of_. 0 M L 70 S E SWLEZI TVSZM
detection capabilities across various platforms but also ER STIR WSYVGI XSSP XLEX WMKRM%J%SV >'\<j|'§>((] éspgpﬁé&yR\é(KﬁégwéﬁgR QLI\W XS WLE

' § j ffosis through [ Q

GSRXVMFYXIW XS E QSVI YRM¥%IH MRHY \@HCOMPaANes 06¢Rl¢ thetrgigeipx effptisthroug ERH XEOI EGXMSR SR TVIHEXSVW [LIVI
advanced hashing and matching techniques. This tool is |
In its second year, the project continues to exempfy our FIMRK EHSTXIH F] E RYQFIV SJ MRHYM’?)F\)’E'%E\]/)Y\HH\?WE Vis e MRk P MRQTEGX E
XS SRXMRYMRK SYV TEVXRIVWLMT SR

WXVSRK TEVXRIVWLMT [MXL 2'1)" ER HitSe¥feéti@resQid %QuUrBext ne&d for such solutions.

HMWXVMEYXMRK GYXXMRK IHKI XIGLRSPSKMIW XS GSQFEX '7%1 — Meta
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Advancing Technical Innovation coninued

TSPMGMIW EKEMRWX 3'7)% 8LI TVSKYXQinG&dral lpB&dr of ¥hild sexual exploitatbn or

CASE STUDYDiscord shared information related to increase of prevention and detection capabilities;speed EFYWI QEXIVMEP [IVI VIQSZIH ERH 9
a user it removed from its platform who appeared to YT MHIRXM%“ZGEXMSR SJ XLVIEXW FYM® H RWIRKK EXK KSRZER €6BEVGBMPW LSWX RY
be grooming minors to engage in sexual activity. Ths of new predatory tactics; and strengthen reportingto GSRXIRX SJ GLMPH WIN\YEP NTPSMXEXM
MRJSVQEXMSR [EW EPWS VITSVXIH Xx 8uthorities ok grimigalpffepsgs. We ended 2023 wih 12 were removed. These outcomes are in addition to the
MRJSVQEXMSR WLEVIH MR OERXIVR F£oRRANESIRRLENErypegam. enforcement actions taken by individual companies

independent investigation and found violating activity against violations on their own platforms in accordance

d er q Ejf r qg ign a program thatis ; i i i
0 with their established terms of service.
SR MXW TPEXJSVQ %W E VIWYPX 1|>¥Y§J?!(§<Wﬁ|§fi I%IM! ?

' 0,
accounts operated by the user. Further investigatim IWWMRK 3'7)% ERH EPWS PIKEPP] VIKYPEXSV]

F] 11XE MHIRXM%IH MRJSVQEXMSR X Laélq(erglﬁe\llygwﬁl)arﬂtglw%n& %5)1 \gﬁ_consultedwlth Visit the Lantern Transparency Reportfor more information.

. . . S . more than 25 stakeholders including child safety experts,

involved in a sexual relationship with a minor and c ics t diaital riahts Aroups. pivac

[EW VITSVXIH XS 2'1)" 8LEROW XS X LICWHFER T ¢1grtal rights groups, prvacy “
vlolgﬁt(e ; d sex worker advocas,

Oﬂi
Vi +
WLEVIH F] (MWGSVH 1I1XE [EW EFPI X ?f@“ﬁ)?’é‘%}
ERH VIQS]ZI('7°/1 ZMSPEXM[RK EGGSYE $R Vi @GSQQMWWMSRIH &YWMRIWW JSV 7SGMEP
° P'\ﬁgéﬂ arXES B SRBY G X El EVI TVSYH XS GSPPEFSVEXI [MXL XL

X
|_||JV| |
EGXMZMX] XS 2'1)" LIPTMRK XS HMW g\/mé\\/’ .
] ) % W W1 Q (Xlnfolﬁ‘snﬂ%ed(e‘)velopmentofLantern SXLIV OERXIVR TEVXMGMTERXW MR SYV
and provide ongoing guidance as we iterate and enhace WLEVI WMKREPW ERH OIIT GLMPHVIR WI
OERXIVR the program. The Tech Coalition continues to make ERH QSVI FVSEHP] MR WSGMIX]

N TVSKVIWW EKEMRWX &76...W VIGSQQIRHEXMSRW ERH XS [SVO '
In November, the Tech Coalition announced Lanterrthe with them to conduct ongoing human rights due diligence. 3YV TEVXRIVWLMT [MXL XLI 8IGL "SEPM>

YWVWX GVSWW TPEXJSVQ WMKREP WLEVMRK TVSKVEQ JSV GSQTERMIW (MWGSVH XS QSVI I%GMIRXP] MRZIWXMk

to strengthen how they enforce their child safety plicies. %W TEVX SJ XLI XVERWTEVIRG] WIGXWMWSKRVEEKEMWSNMITEVR X5 IXLI 2ZEXMSREP

Because online child sexual exploitation and abuse JYVXLIV FIPS[ JSV XLI VWX XMQI [IERWI )MRGPNYVH M RKMREWVE XNRZHI WS PE[ IRJ
3'7)% SJIXIR WTERW EGVSWW TP E XJ&nd @stricsiétdtes R the&sLa@efrEpRopram, includig YW XS FIXXIV MRJSVQ SYV IJJSVXW XS T

can only see a fragment of the harm a victim is fadng. data that helps illustrate its scale and how it aids in LEVQW JVSQ LETTIRMRK SR SYV TPEXJS\

To uncover the full picture and take proper actionwe WEJIKYEVHMRK GLMPHVIR SRPMRI %WSE[YVYWYWRIBXRVWMWREXW GMIEWIHE WEJI\

launched Lantern to help companies work together. in Lantern during its pilot and through December 2@3, SYV S[R MRXIVZIRXMSRW ERH [MXL MRHY

Lantern is a groundbreaking initiative that bringstogether TEVXMGMTEXMRK GSQTERMIW MHIRXM¥“IH GSR¥%“VQIH ERH XSSO

technology companies to securely and responsibly stare  action on 30,989 accounts for violations of policies — Discord

signals about activity and accounts that violate their prohibiting child sexual exploitation and abuse. Inaddition,
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Advancing Technical Innovation coninued

+VSSQMRK ( IXIGXMSR 4 MP S X learning model to detect attempts to inappropriately helping to safeguard children from future abuse. In

connect with and groom young people online in textbased EHHMXMSR IEGL TMPSX WE[ ER MRGVIE
0,
é’lGEc\;/i\]/ FI'_'\é E;( st g;n\frdgmgvf\;on; ;hgrl\r;l' o1 OSRXIRX PEWWMIYLVW EVI EFPI XS HEXIGANCE SHaRG FAER oD aoipravtion

real'ﬁme and prioritize these conversations for review by SJ LEVQ 3J XLI XLVII TMPSXW GSQTPIX]I

by someone who they thought was attempting to “befriend . .
y . y 9 . P g. trust and safety professionals. The Tech Coalitionworked GSQTERMIW LEZI EHSTXIH XLI GPEWWM?
and manipulate them.” To respond to this growing ttreat . .
. . . . . with four members to pilot the technology and strengthen Y“WRMWLIH MR 1EVGL
of inappropriate relationships between adults and dildren , . . . -
. e . each platform’s ability to enforce their respective policies
on digital platforms, the Tech Coalition, in partneship . . .
that keep young people safe online. During the pilg

with Thorn, developed a pilot program for our indugry L . . .
. ; . . participating companies discovered dozens of grooming
members to access and train an innovative machine- .
cases that were not previously detected or reported

66

“-R >)4)83 ERGLSVIH SYV GSPPERSHWER KSRWMIGIMEPIMAI XLI GPEWWMJINMAEY XMGCGMBAEXIHW R XMUBIGL 'SEPMXMSHF
8IGL 'SEPMXMSR SR SYV KVSSQMRK KVVRIRREBBRKIMIEVERWH FILEZMSVW XS [ISRMDWMR KMWX YEFGKBYE X [RMGL GSPPIGXMZ
GSQTPIXIH SYV JMVWX TMPSX MRMXIGEXMYV DS VH P2 ZFEERTX EK ¢ P & Q/NVRVKI MIIRVH MO ER IV | B LHVESIEQMRK 4VIZIRXMSR 'SR
WTIGMJIMG XS SYV TPEXJSVQ XS HIXISRPBMRHVERIWVBSZK KKINHSESQINQRRHSYW WYGISSRPERHVMERMMWERI®IFIV 6 I WSYVGI |
EXXIQTXW MR XI\X FEWIH QIWWEKMRXLWR KILES/YOR KMMWMM TV[MXKIIGX ERH LS[ XS QSWX [JJIGXMZIP]

XLl 8I1GL 'SEPMXMSR ERH 8LSVR 4VMBWMZS XILNWW URBSMMERKMZI 8LMW JIEVR [E HEVM XRISRR XM R IERHSEPMXMSR XIE
TMPSX SYV GETEFMPMXMIW TVMQEVIMPERHRRKH>IR) FW.IW KIMSYQAWRK HIXIEG WW\E & PER ESFRM B NIXMRW GLMPH KVSSQM
ERH KIRIVMG XI\X QSHIPW XS HIXIGX MXISXQMBRKMMRKIXWYTTSVX SJ XLI sErESMXYXMBMRHMRK 8LI WIWWMSR LI
FEWIH IRZMVSRQIRXW +VSSQMRK TVIWIRXW HMJJIVIRXP] GVSWW JYRGXMSREP >)4)83 XIEQW SR
SR IEGL TPEXJSVQ ERH [I WSYKLX E QIWIGIIISESENMMKMSR LEW EPWS TVSZ¥WRIHHYVWKERHMWREKR IS] KVSSQMRK GYVVII
WSPYXMSR XS GSQFEX KVSSQMRK MR P74 )33y PMKHWMR KI X8 MRMWWXV] GSPPWE ASKEXEMSRIERMXORIRPHWKERH TEXXIV
GSPPEFSVEXMZI 1JJSVX [MXL XLI 8IGWLEZRMMKMSR ESHM 8E8VRXIEQ QIQFIVW EGXMZIP]

9WMRK SYV TPEXJSVQ..W HEXE 8LSVR XVEMRIH MXW JSYRHEXMSREP — ZEPETO
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Sharing Information and Knowledge

The sharing of information and knowledge among e (1ZIPSTMRK V I6\h8IYY WeBnb¥rs, and industry e , SWXMRK [IFMREVW ERH MBH®WXV] GS
member companies remains the bedrock of the Tech as a whole, strengthen child safety efforts and inbrm topics of interest. This year, we hosted 11 webinas
Coalition. We regularly convene the trust and safey other sectors of the important work tech is doing to help for members on topics such as the threat landscape,
teams and individuals from our member companies to keep young people safe online. This year we develagd HIXIGXMSR XIGLRSPSKMIW KIRIVEXMZ|
facilitate knowledge sharing that delivers high-impact member resources on topics such as understanding HIWMKR ERH %»S[W ERH XVERWTEVIRG]
and actionable information to strengthen how industry XLI VMWOW ERH STTSVXYRMXMIW JSVMRIGPYEXMN BIY% -1 VYOV MMKEIOILSPHIV *S
HMWVYTXW ERH TVIZIRXW 3'7)% 11Q Fe¥M¥¢ whehgde! With ah&§ ésp&hWito law enforcemert WILXSVXMSR E XIGL XVEGO EX XLI 'VM
as opportunities to safely share challenges, questbns, requests, policy and reporting considerations for memes 'SRJIVIRGI ERH E KIRIVEXMZI %- MRHY
and ideas. and edge cases where the message and intent of the 9 7 WXEOILSPHIVW
content may not be clear, and age assurance solutios.
-R XLMW [SVO MRGPYHIH ¢« AYFPMG TSP M QGQq provid&iEequshsupdates
e -RXVSHYGMRK MR H YoWwetp\hjerdbéend H1 P M R | @ global policy developments to our members, and
e YWXEFPMWLMRK E WEJIX] Rqd adsedsM KR JVE(?In[dSV(P . .
4 understand and detect attempts to groom young people, through the generation of educational resources for
risks of platform features and products as they relate to L . . L
) i o ) as well as strengthen existing policies and enforcenent policymakers to better understand the implications of
child safety, and potential mitigations to put in place to . S . .
practices in this area. child safety regulation.

reduce the residual risk a given product or featuremay
TSWI XS ]JSYRK TISTPI MRGPYHMRK JSV KIRIVEXMZI %-

66

“51...VI TVSYH XS FI QIQFIVW ERH WMMXRX{LUIIEBMEVHSPZMRK PERHWGETI S%WIEMEHQIMERE MXEX MBW EP[E]W TVMS)\
SJ XLI 81GL 'SEPMXMSR 8LI SVKERMLEXQISKNREZMIBIVRSPSKMIW FIMRK YWERIXgRH RWIQUNISXEWP Y| XLI 8IGL 'SEP M)
ZEPYEFPI MRWMKLXW ERH STTSVXYRMEM/MWERE WYEMV KISXVRMRK XLMW ER DESHHE]LSNY WVERWWP] GLERKMRK HMKM?>
TVEGXMGIW [MXL SXLIV WEJIX] TVBGYIMDOSN SRMRWX%! 8IGL 'SEPMXMSR S XSXIKRIKY XRIHSNGMRMRK JSVGIW XS[EVH
'SEPMXMSR JSV TVSZMHMRK PIEHIVWWWTRERIEPS XBHRMGCEXIMISPR VBWTSRH XS G

— Roblox XIGL GSQTERMIW XS GSPPEFIVEXI IHWNWRW ERRIPMSZMHIMW GSPPEFSVEXM

VIWSYVGIW XS FIXXIV GSQFEX GLMP HWW E\TYMERPK EE- YWWE U | ENKRYXMVERA X60J SV 1ZIV]SRI

— Yahoo — Yubo
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Advancing Independent Research

il PEYRGLIH XLI 8I1GL "'SEPMXMSR 7EJIn2RP, Mcanrbudcdd an@dditional $1 million of sipport “
Fund in 2021 to support actionable research that waild for this Fund. Half of the additional support was gven to
lead to critical innovation in how we protect children four current grantees to take their research to thenext “8LI 8I1GL 'SEPMXMSR 7EJI 3RPMRI 6IWIE"
SRPMRI 3J XLI MRMXMEP TVSNIGX\velvahé Hdogt inGuddng s laxnhél/eNbRards promding TMSRIIVMRK GSPPEFSVEXMSR XLEX FVM
%QSRK XLIQ [IVI more real-world application of independent research- ERH MRHITIRHIRX VIWIEVGLIVW EVSYRH
and strengthening application of research to produa TVIWWMRK MWWYIW SR GLMPH SRPMRI
*% UYBRMXEXNVSQ IMHHPIWIN 9RMZIVWMEhi&ddedelopment within the tech industry. he MR XLI FIPMIJ XLEX SRP] XLVSYKL WLEV
explored issues facing content moderators who scan remaining half of the funds will enhance the impactof all XS HMZIVWMX] SJ ZMI[W ERH MRWMKL XV
online child sexual abuse material and developed XLl  VIWIEVGL TVSNIGXW WYTTSVXIH:ER XUZSPRHMSNM I HMKMXEP WEJIX] ;
intervention modules to enhance their wellbeing. We look forward to continuing this important partnership MRZIWXQIRX ERH XLVSYKL WYTTSVX SJ
*%study JVSQ 8IGLRSPSKMGEP QRMZIVWL\AM)eﬁL(zE'llM%R)%II_M& HVMZMRK CYXXMRK THKI TVSNIGXW ]
SJJIRHIV FILEZMSV HIXIVVIRGI QIWWEK
developed deployable technology that reveals pattens of -R TEVXRIVWLMT [MXL +SSKPI ERH 7EJE-§-RFP|\MCBEX[M§FEW§/| hSW/XkHRXMSR XS GVE
perpetrator behavior, including grooming, and thosethey SYV VIWIEVGL JYRH GSRZIRMRK MR 7E\R|\7\M-ESR:\’C‘AMWG§Y5V\M|W$M‘BéL|VW ERH INTI
target for use by child safety experts. together 13 member companies and 11 research grantees £y Sy R XL| KPSFI EVI KIRIVEXMRK MOT

*Ustudy JVSQ XLI 9RMZIVWMX] SJ /IRX )ﬂjlc;vE\t/ﬁe MHIE.F]’ EfPh"M'WY/ L\%

) . . . insights turn into action
more effective messaging for industry to use with those

WMSR SR XLI PEXEWH W IMHEN G RAMBREW VERFk MG 8ski

r'tech companies as WMKRMYGERX WXVMHIW MR WXVIRKXLIF

. ) . L they strengthen and enhance their child safety programs. ORS
who are at risk of online child sexual exploitationand [PIHKI WGLERKI ERH NSMRX EGXMSF
abuse and seeking help. P 8LMW [EW E %VWX SJ MXW OMRH GLMP#H WEJEX] LZIRX DELEX RMSEKLX X MRK WEJ
together multiple industry players to engage and collaborate | MPHVIR ERH JSYRK TISTPI 1ZIV][LIVI

on multiple independent research projects.

— Marija Manojlovic,
IWIGYXMZI (MVIGXSV 7EJI
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Driving Greater Accountability and Consistency
through Meaningful Transparency

Transparency reporting provides an opportunity for In 2022, the Tech Coalition and its members developd 8LI 8VYWX *VEQI[SVO
industry to build trust both internally with employees and “Trust, a voluntary framework for industry transparmency,” . . .
. . i . . o « Helps companies develop reporting that can explain
externally with outside entities. Transparency repats can to help companies develop and align their individu
share best practices on policies and practices to @mbat transparency reporting to meaningfully inform on their XLI WTIGM¥%G EGXMSRW XLI GSQTER] Ll
; 37)% ER SAPX RIY WS Vi FAURT I % SRS REL| MEWs RS PMOMIW
ERH QSRMXSV 3'7)% ERH WIVZI EW LIPJIUSAPXMY MISIEORGNT GEMPHVIR WEJI 8VYWX VIIGXW G E S
newer companies. Cross-industry insights can enablethe ~ among industry and consultation with civil society and «4VSZMHI GYVMXMGEP MRWMKLXW SR XLI
Tech Coalition, and the global community, to colledively government to provide an approachable framework with SJ SRPMRI '7)% ERH
understand the problem space, and direct efforts ard “I\MFPI TVMRGMTPIW FEWIH KYMHERGI JSV FYMPHMRK XVYWX ERH
resources towards the most critical and high-impact demonstrating accountability that could be useful to a « Creates a reliable cadence of opportunities for indvidual
areas. It's in this vein that members continue to c&velop wide range of tech companies offering different types companies to identify potential improvements that
resources and guides to enhance industry transparemy SJ WIVZMGIW 3YV KSEP LEW FIIR JY P firth& TedideStRe [@evalehde 8nd Yhavhxof chid
and explore current challenges and best practices © Framework by our members — many of whom already exploitation.
transparency reporting. have very similar frameworks in place. For the secad
year, more than half of member companies have at last _3 YV BVERWTEVIRG] 6ITSVX W_X EVXMR
partially aligned their transparency reporting withthe includes updates on the Trust Framework, new reporting
Trust Framework. for those companies who participate in the Lantern

Program, and member-based transparency metrics.

66

“8LI MRGMHIRGI SJ GLMPH WI\YEP NTPSMXEXMSR ERH EFYWI GSRXMRYIW XS KVS[ EX ER
,S[1ZIV XLMW MW E TVIZIRXEFPI MWWYI ERH [I RIIH XS VIQEMR VIPIRXPIWW MR TYVWYMI
SJ E HMKMXEP [SVPH HIWMKRIH XS FI WEJI JSV GLMPHVIR 8LI 8I1GL 'SEPMXMSR ERH X
GSPPEFSVEXMSR MX JEGMPMXEXIW MW WYGL EW MQTSVXERX EPP] MR LIPTMRK XS H

— lain Drennan
WIGYXMZI (MVIGXSV ;I14VSXIGX +PSFEP %PPMERGI
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2023
Transparency
Report

The following are the metrics and insights from the Tech

Coalition’s 37 members in 2023 on their efforts tocombat

3RPMRI "LMPH 7I\YEP )\TPSMXEXMSR ERH %FY
provide meaningful transparency about their work. This
MRJSVQEXMSR VI%IGXW QIQFIVW.. WIPJ VITSV
aggregated by the Tech Coalition to provide the lagst

assessment of progress made and solutions. Links to

Tech Coalition member transparency reports are alsoin

this section.
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Tech Coalition Member
Alignment with Trust

Trust, the Voluntary Industry Framework for
S8VERWTEVIRG] 6ITSVXMRK [EW PEYRGLIH MR .YRI
Below is a chart that shows how current Tech Coaliton

members’ transparency reports align to this framework

with data from 2022 and 2023.

S8VERWTEVIRG] 6ITSVXW E¥VBERWREVIRG] 6ITSVXW EVI BEERWHER]RG] 61 TSVX HSIWR .. .
EPMKRIH XS 8VYWX *VEQI[SBSRAMKRIH XS 8VYWX *VEQI[SV®@IIX 8VYWX *VEQI[SVO %S)%VERWTEVIRG] TSV

2022

2YQFIV SJ 1IQFIV
'SQTERWRIW

2023

2YQFIV SJ 1IQFIV
'SQTERWIW
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2022
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'SQTERBIIW
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2YQFIV SJ 1IQFIV
'SQTERMIW

2022

2YQFIV SJ 1IQFIV
"'SQTERBIIW

2023
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'SQTERBIIW

2022

2YQFIV SJ 1IQFIV
"SQTERMIW
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National Center for Missing and

Exploited Children (NCMEC) and
Equivalent Reporting

;LIR GSQTERMIW MHIRXMJ] MRWXERGIW SJ 3'7
EFYWI QEXIVMEP '7%1 XLI] VITSVX XLMW EG
through manual reports and through more automated means such as
ZME ER %4- MRXIKVEXMSR 3JXIR XLI YWI
can relate to the maturity of a company'’s trust and safety efforts

XS HIXIGX 3'7)% EW [IPP EW E LMKLIV ZSPYQI SJ EXXIRYE® XS I\TPSMX 5

5
XLIMV TPEXJSVQ XLSYKL XLMW GSVVIPEXMSR FIX[IIR VEXIW SJ HIXIGXMSR
ERH YWI SJ MRXIKVEXIH VITSVXMRK MW RSX EP[E]W ﬁLI GEWI

SJ

% QENSVMX] SJ 3
QIQFIVW MRGPYHMRK XLSWI FEWIH MR XLl 9RMXIH ZXKXIW WIRH VITSVXW 29
XS 2'1)' XS TVSQTX JYVXLIV MRZIWXMKEXMSR 8IGL 'SEPMXMSR QIQFIVW
FEWIH MR 'EREHE 2I[ >IEPERH ERH XLI 9RMXIH /MRKHSQ QE] EPWS

report to their country’s equivalent centralized systems for reporting.

FIVW *YVXLIV
XI\X XS %4-

PAGE
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Hash-Based Detection

Hash-based detection tools assign unique numerical ‘
“hashes” or digital fingerprints to images and vides

GSRIJMVQIH XS FI '7%1 MR SVHIV XS FI EFPI XS WLEVI

hash of material without further sharing the material itself.

3XLIV GSQTERMIW GER XLIR YWI XLEX WEQI LEWL XS HIXI

MJ XLI MHIRXMYIH '7%1 LEW EXXIQTXIH XS FI WLEVIH SR XLIMV
platform and if so, take action on that content in line with

their policies and procedures. *SV XLI WIGSRH WXVEMKLX

[TEV 8IGL 'SEPMXMSR QIQFIV GSQTERMIW MRGVIEW}H XLIMV
EHSTXMSR SJ MQEKI ERH ZMHIS FEWIH LEWLMRK LRSPSKMIW 2YQFIV SJ 11QFIVW 9XMPMAMRK

-QEKI ,EWLMRK 8IGLRSPSK]

'"YVVIRXP] JSV MQEKI LEWLMRK 4LSXS(2% ERIj|_9
SJ XLI LEWLMRK XIGLRSPSKMIW QSWX SJIXIR Y
also continue to develop their own internal image lash-

based solutions for additional layers of defense ard more

VI X[S
MHOLIQFIVW

12
VSFYWX '"7%1 HIXIGXMSR -X MW GSQQSR JSV R O 9
use more than one particular form of hashing techndogy. 8 7 8 8
5 5 5 l
*VSQ XS QIQFIVW GSPPIGXMZIP] MRGV X 3 4 2 l
YWI SJ MQEKI LEWLMRK XIGLRSPSK] [MXL KVI H < R W

EGVSWW EPP LEWLMRK XIGLRSPSKMIW EZEME@SFXPSI(ZX,é Q(SVI XLER,

: 8LSVR..W 4(5 -RXIVREP
SRI GSQTER] 7.% TEJIV ,EWL
*SV HIXIGXMSR SJ '7%1 ZMHISW '7%- 1EXGIL ERH 1( EVI 2YQFIV SJ 1IQFIVW 9XMPMAMRK
currently the most utilized technologies for hashing. Here 10 10 *MHIS ,EWLMRK 8IGLRSPSK]

as well, member companies continue to develop their
own internal hash-based solutions. Given the rangef
video hashing tools currently in use by members, tle Tech
Coalition’s Video Hash Interoperability project, lanched

in 2022, provides companies using different hashingtools
the ability to leverage hashes previously in anothe form S
that were incompatible with their technical solutions.

%W E VIWYPX SJ XLMW TVSNIGX ERH X | X
SJ MRHMZMHYEP QIQFIVW 8IGL 'SEPM Ql
GSPPIGXMZIP] MRGVIEWIH XLI YWI SJ [ LE
JSV XLI WIGSRH WXVEMKLX JIEV [MXL \%

LM 2 2 2
MC
n/a
WSQI SJ XLI QSWX GSQQSR XIGLRSPSKM, .. . .

Er
o 4LSXS(2% 1( , % 81/ 4(5* MHIRXMYIV Z4(5 8RE[VR..W-RXIVREP
GSQTERMIW XS HIXIGX ORS[R ZMHIS 7/01]EXGL ISV MHIS 7 % XIGLRSPSKJ7:,

GVIEXIH MR

PAGE @ECH COALITION
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Hash-Based Detection coninved /1T[SVH ,EWL 6ITSWMXSV] 9WI 2YQFIV SJ 1IQFIVW 9X

In addition to increasing the use of hash-based tools for detecting
ORS[R '7%1 XLI 8IGL 'SEPMXMSR..W QIQFIVW
sharing hashes and known keywords tied to attempts to exploit
GLMPHVIR SRPMRI XS WYTTSVX UYMGOIV GVSVW 271)' , 2+3 19

2'1)" , -RHYWXV] 5 5

SRPMRI '7)% 1IQFIV GSQTERMIW GSRXVMFYXI| e vvcvv o Cijio v
XS EX PIEWX SRI MRHYWXV] VITSWMXSV] MRGPYHMRHK)Z' 1)) \.TW WMRKHE XWNKZ/I] 6 8
HEXEFEWI XLI -RXIVRIX ;EXGL *SYRHEXMSR -; AVSNIGX %VEGLRMH 3 6
ERH XLI 8LSVR 8IGL "'SEPMXMSR /I][SVH ,YF 8L.uiuv i) v Co vvcm v e
helps companies pool knowledge and work together to prevent the -RXIVRIX ;EXGL *SYRHEXMSR 12* 15
VIYTPSEHMRK SJ ORS[F\T_'7%1 3RI O.I]. E_HHMXMS 8LSVR /I][SVH ,YF 6
a program managed by the Tech Coalition that allows participating
companies to share information about activity and accounts that 8LSVR 7EJIV ,EWL OMWX 3 5
ZMSPEXI| XLIMV TSPMGMIW EKEMRWX 3'7)% MR _RXIVREP 11
OERXIVR RI[ MR R E 9
2SRI 6 7

2YQFIV SJ 11IQFIVW 9XMPM

Additional Content "PEWWMJIMIV 9
1SHIVEXMSR 8SSPW 'PE
and Live Stream Moderation T

Though hash-based technologies provide a good staring place *MHIS '7%1 10

JSV HIXIGXMRK '7%1 QIQFIV GSQTERMIW YWI EHH% R Xk% C?VIERPK
WSPYXMSRW MRGPYHMRK QEGLMRI PIEVRMRK GPE }_Zéul \)%(§V IBI I:Q-IIXIGX E RH 13
XEOI EGXMSR SR 3'7)% GSRXIRX ERH EGXMZMX] MRGPYHMRK KVSSQMRK

8I\X WI\XSVXMSR

Currently, 11 members also work to moderate live steam content
FITSRH XLI YWI SJ GPEWWM¥%“IVW HITPS]MRK XSSPW EFTN%(%@WUYIW

to detect behavioral signals, conduct manual intenentions, and
PIZIVEKI SXLIV QSHIVEXMSR QIXLSHW MHIRXM¥IH XS LIPT HIXIGX

exploitation in new content streaming live.

OMZI 7XVIEQ 1SHIVEXMSR

=lW 11

*Not all Tech Coaltion member companies offer livstreaming services on their platforms

@ECH COALITION
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Additional Safety Interventions

1IQFIVW HIZIPST ERH HITPS] E VERKI SJ
XS JYVXLIV TVIZIRX ERH HIXIV 3'7)%

Age Verification

Number of Members

ZIVMY2GEXMSR TVIZIRXMSR QIWWEKMRK XL
GSRIJMVQEXMS

resources, and deterrence messaging targeting those
seeking to do harm. In this effort, members are al®
committed to the safety of their teams, ensuring their
staff are receiving the resources needed to supportthis

demanding work.

S TIPJ HIGPEVEXMSR 29
brIIIIVII\I\ [ AN
E\S)@"{MLHI'IB‘X@E]MRI\’I%WEFl K -(HSGYQIRX 11
*EGMEP IWXMQEXMSR EREP]WMW 7
9XMPMAMRK MRJIVIRGI QSHIPW XS
IWXMQEXI E TIVWSR W EKI FEWJH SR 6
XLI TIVWSR W SRPMRI FILEZMSY ERH
SXLIV HEXE EZEMPEFPI
2SX ETTPMGEFPI 5

Number of Members

Online Safety Resources

*SV GLMPHVIR 15 17
*SV TEVIRXW 18 21
11 9

*SV IHYGEXSVW WGLSSPW

=SYXL GSYRGMP SV QIGLERMWRQEXS 5
LIEV MRWMKLXW JVSQ ]SYXL

Deterrence Messaging Number of Members
I s

2022

12 15
2S 13 15
3 7

2SX VIPIZERX

Wellness Programs for Staff Number of Members

30

| I

1

@ECH COALITION
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Member Transparency
Reports

Twenty-seven Tech Coalition members currently prodee

VIKYPEV XVERWTEVIRG] VITSVXW 711 LS[ IEGL GSQTER]

approaches its commitment to transparency in its own
reports. Click a logo to view a report.
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Lantern Metrics
and Outcomes

In this section, we aim to provide a snapshot of tre composition and

MQTEGX SJ OERXIVR % TMPSX [EW GSRHYGXIH JS
PEYRGL SJ OERXIVR %W E VIWYPX XLMW HEXE M
XLVSYKL (IGIQFIV 3ZI1V XMQIl XLI EQSYRX SJ
as signals are added and removed in accordance withthe data

retention schedule and ongoing quality assurance pns.

%PP MRIJSVQEXMSR MW TVSZMHIH MR EKKVIKEXI EH
directly by participating companies to the Tech Coalition. However, due

to a number of factors, not all participating companies were in a position

XS WLEVI WMKREPW SV SYXGSQIW EX XLMW XMQI
Tech Coalition plans to implement ways to increase signal contributions

and outcome reporting from participating companies.

-R TEVXMGYPEV [I EMQ XS ERWI[IV JSYV GVMXMGH L A N T E R N

1. What signals were uploaded into Lantern?
2. What signals were removed from Lantern?

;L] [IVIE XLIWIE WMKREPW YTPSEHIH MRXS OERXI
XLI] VIPEXI XS XLI %TTVSZIH 4YVTSWI SJ GSQF

;LEX [EW XLI MQTEGX SJ WYGL WMKREP WLEVM
real-world outcomes?

This analysis is designed to offer a thorough undestanding of

Lantern’s role in the broader child safety ecosysten, particularly how

it is helping companies keep their platforms and users safer. The Tech

Coalition aims to expand this dataset over time toshed more light on

how Lantern is positively impacting child safety. For more complete
MRIJSVQEXMSR EFSYX OERXIVR MRGPYHMRK WEQ
the Lantern Transparency Report

PAGE




LANTERN METRICS AND OUTCOMES

Outcomes

Lantern’s success lies in its ability to produce tangible JRISVGIQIRX EGXMSRW ZEV] F] GSQTmBR3ntER. Thep&dtmEs BchwXtaly not have been
SYXGSQIW MR XLI 4KLX EKEMRWX G L $reky W the\EoRatiohTrirag MAuBeXWAISiIRg messges or  discovered and resolved if not for Lantern and, as
and abuse. HIXIVVIRGI RSXMY“ZGEXMSRW WIRX XSmémtionéd\abuve M\ iwadditiRrkioEh® ensorcament

penalties or restrictions, temporary or permanent acount EGXMSRW %VWX XEOIR F] MRHMZMHYEFP
TMKREPW YTPSEHIH MRXS OERXIVR VIFEQX UM ERMERAREBH ¥1TSVXMRK X Svid@atior's Snivthaii Gwrzgiaotms in accordance with their

participating company’s established terms of service, EYXLSVMXMIW MR GEWIW SJ GSRYV Q éstabisheul teEnB oEser¥idd ZTkleXd outcomes repreent
WYGL EW E WTIGM%G TMIGI SJ INTPSMXEXMZI GSRXIRX ER EGXYEP a sample of what is achievable through cross-industy

incident of child sexual abuse, or account informaton of Lantern enables participating companies to uncover GSPPEFSVEXMSR ERH YRM¥%IH EGXMSR
a determined predatory actor. Before uploading sigrals to additional violations that may have gone undetected exploitation and abuse — and act as a reminder that
OERXIVR TEVXMGMTEXMRK GSQTERMI[WX4LBWX GEOPERSIVEXMIRX 71ZIVEP THEMAMGUMTjER SN orle Bidttorm.

actions against this content or account holder. voluntarily reported to the Tech Coalition these adlitional

violations that surfaced as a result of sharing signals

%W E VIWYPX SJ WMKREPW WLEVIH MR OERXIVR XLVSYKL (IGIQFIV

TEVXMGMTEXMRK GSQTERMIW MHIR X MY SRYANQIH
and took action on 30,989 accounts for violations o 1 293 389
? )

policies prohibiting child sexual exploitation andabuse.

In addition, 1,293 individual uploads of child sexal %GGSYRXW JSV ZMSPEXMSRHMBMHYEP YTPSEHW S96DWI FMPO YTPSEHW
exploitation or abuse material were removed, and 38 TSPMGMIW TVSLMFMXMRWIGYBMP H\TPSMXEXMSR SVQEPXWITPI TMIGIW SJ C
960W FYPO YTPSEHW QIERMRK E KMZIR 9H0YEPYIRHPSIMXEXMSR ERH GEXWIMEP [IVI VIQSZIMVI\YEP I\TPSMXEXMSR &
RYQIVSYW TMIGIW SJ GSRXIRX SJ GLMPH WI\YEP I\TPSMXEXMSR QEXIVMEP [IVI VIQSZIt

and abuse material were removed.
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LANTERN METRICS AND OUTCOMES

Uploaded Signals

%W SJ (IGIQFIV
XLER

Content-Based Signals

WMKREPW LEH FIIR YTPSEHIHoHMRXYEMKERRBEAWRY TIBS/EHIH XS OERXIVR QYWX VIPEXI XS XLI ¢
SJ XLI WMKREPW EVI GSRXIRX FEWIH MRGPYHMRK7)BWELR W F9 6OBK KER HE @GS TR K XS XLI TVSKVEQ XE\SRSQ]

3JXIR XLI GSRXIRX XLI] VIJIV XS MRZSPZIW MQEKIW SV Zjitklyd deduraiedy dategdrize\sigpdsubasktiiiKthe violation that occurred.
WMKREPW EVI MRGMHIRX FEWIH XMIH XS XLI EGGSYRXW SJ EGXSVW [LS LEZI FIIR ZIVMYIH EW

LEZMRK GSQQMXXIH '7)% VIPEXIH ZMSPEXMSRW

8SXEP 9TPSEHIH 7TMKREPW F] 8]TI

Hashes 299,902

960W 277,197
%GGSYRX -RISVQEXMSR
I1T[SVHW 36,197

8SXEP 9TPSEHIH

&VIEOHS[R SJ 8SXEP 7TMKREPW F] 8]TI

B ewvuw

960W

%GGSYRX -RISVQEXMSR

][SVHW

PAGE

'SRXIRX FEWIH WMKREPW VIPEXI XS QIHME FIMRK WLEVIH E
MQEKIW ZMHISW HVE[MRKW EYHMS VIGSVHMRKW [IXG ER
LEWLIW SV 960W 8LMW GSRXIRX MRGPYHIW X]TIW SJ '7%1

4IVGIRXEKI SJ "SRXIRX &EWIH
TMKREPW F] 4VSKVEQ 8E\SRSQ] 8EK

'T%1 'T%1 % '"T%1 % '"T%1 & '"T%1 &
YRWTIGMJIMIH

'7%1 11QlI
'SQTERMIW QE] YWI XLI KIRIVEP '7%1 XEK [LIR QYPXMTPI X]TIW
SV [LIR QSVI WTIGMYG MRJSVQEXMSR MW YREZEMPEFPI ;LIR T
encouraged to provide additional context about theabuse encountered.

Content-based signals were shared as part of 67,30Iminor sexualization cases,
WI\XSVXMSR GEWIW KVSSQMRK GEWIW ERH SVKE
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LANTERN METRICS AND OUTCOMES

Incident-Based Signals Removed Signals

Incident-based signals relate to violative behaviors across platforms and are

Companies may only remove signals from Lantern that they previously uploaded;
uploaded into Lantern as account information. The majority of shared incidents

XLI] GERRSX VIQSZI WMKREPW XLEX ERSXLIV TEVXMGMTER?>
VIPEXI XS MRHMZMHYEPW GSRWYQMRK SV HMWXVMFY XM RekoWeR Pecds®, afieffurtherSdviéw,\a cotipbwy dekwns that they do not achieve
MRWXERGIW [LIVI E GLMPH [EW MR MQQMRIRX LEVQ WYGL BWTQSIXMRKY YMSWEBVEMNMYHAX.EZI VIEGLIH XLIMV QE\MQ Y (

MR TIVWSR ERH GEWIW SJ '7)% XMIH XS ER _ShKERM” | HanteM Qatd R&ehffonPyliGyL EW
were disrupted because of Lantern.

%W SJ (IGIQFIV WMKREPW [IVI VIQSZIH JVSQ OER
is removed, the Tech Coalition only stores the date of removal and the type of signal
Ii ; V4GVI gl?\/EI;é SB\I]E \-SRRGSMQI_]i I;EXK &EWIH 7TMKREPW that was removed. No other information is retained.

61QSZIH TMKREPW F] 8]TI

960W

Hashes

Total Deleted

PAGE

'T%1 'T%1 "T%1 'T%1 7IN\XSVXMSR +VSSQMRK
(MWXVMFYXIFSRWYQIV 7SPMGMXS¥VSHYGXMSR
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Looking Ahead

-R GSPPEFSVEXMSR VIQEMRW XLI GSVRIVWXSRI XS XLI 8IGL
'SEPMXMSR -X MW OI] XS “KLXMRK SRPMRI GLMPH WI\YEP EFYWI ERH
INWTPSMXEXMSR 3'7)% FIGEYWI XLI] EVI TIVZEWMZI XLVIEXW XLEX GER
GVSWW ZEVMSYW TPEXJSVQW ERH WIVZMGIW ;I..Z1 FIKYR NYWX EW
[l IRHIH F] HVMZMRK GSPPEFSVEXMSR XLVSYKL OERXIVR EW [IPP
EW SR KIRIVEXMZI %- ERH MXW MQTEGX SR 3'7)% 3YV IJJSVXW [MXL
VIWTIGX XS OERXIVR [MPP FI XLVIIJSPH GSRXMRYI MRGSVTSVEXMRK
&76..W ,6-% VIGSQQIRHEXMSRW FVSEHIR OERXIVR..W TEVXMGMTERX
FEWI ERH GSRXMRYI XS IRKEKI [MXL WXEOILSPHIVW JVSQ ZEVMSYW
sectors, including child safety advocates, digitalrights groups,

and beyond. Work is already underway on the multi-eakeholder

I1IJIJSVXW MHIRXMYIH EW TEVX SJ SYV (IGIQFIV FVMI¥%ZRK [MXL OI] 9 7
WXEOILSPHIVW SR KIRIVEXMZI %- ;I [MPP GSRXMRYI XS GSRZIRI
FVMI“%ZRKW EVSYRH XLI [SVPH XS LIPT IRWYVI [I LEZI E GSPPIGXMZI
YRHIVWXERHMRK SJ XLI XIGLRSPSK] MXW TSXIRXMEP MQTEGX SR 3'7)%
ERH XS “YRH EHHMXMSREP [E]W [I GER GSPPEFSVEXI XS LIPT OIIT

children safe. In parallel, we remain committed toProject Protect

ERH XLI [SVO EW TEVX SJ MXW Y%Zl TMPPEVW
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